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FOREWORD 


Blectromagnati: warfare is the contest through pre-e 
elusive use, jamming, interference and related meas- 
ares for the control of all or parts of the radis 
spectrum or the denial of use by others. This report 
deals only with the so-called longerange portion of 
the svectrum (below 30,000 kilocycles).in so far as 
the direct conduct of warfare is concerned. The sub- 
ject is much breader than the mere jamming of mass 
aural channels of radiobroadcasting. It envelopes 
the whole gamit of uses to which radio can be put in 
the spectrum portion considered, ‘this assessment 

is intended to give some deseription of the present. 
Soviet Orbit rapid communications profile, the manner 
in thich these resources are emoLoyed, their purpose 
and use, and a measure of their essentiality, From 
this point of departure, trends, capvabilities, vul-. 
nevabllities, and intentions with respect to enlarge-~ 
ment of electromagnetic warfare are developed sasicaliy 
from the standpoint of strategic and economic service, 
under cold war conditions during the next two years. 


% USSR, Albania, Last Austria, Bulgaria, Czechoslovakia 
China, Last Germany, Hungary, roland, and Rumania 


washington, DC. 
2 March 1953 


NAVY review(s) completed. 


25X1 


01090R000300020038-2 


Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 


S-E-C-Re eT 


SuUMMALy 0 os ee oe et Owe eee Oe eo oe 
Introduction 
I. The Present Orbit Radio and Wire Commnications Profile 


Ao The Facilities and Systens 


Le 


2o 


Bo 


Approved For Release 2004/07/09 ef REsS5h01090R000300020038-2 


Soviet Union .« o « ee ae ee ee 


Bo 


Bo 


Civil Facilities oo « s et > 


(1) Basic Systems o o » “ee 6 @ 
(2) Aeronautical Systems . » « » 
(3) Maritime Systems ee * @ 
(i) The Lend Mobile Radio Syatens 
(5) Meteorological Radio Systema 
(6) The Broadcasting Syatam » « « 


e* 2 © ® #© # 


(a) The Masa Aural Broadeasting 
(b). The Press Broadcast Service 


(7) The Amateur Radio Service « » 
(8) Special Service Stations . » 


Military Facilities « o « « 2 © » 


Satellites | 


Be 


Be 


Facilities Utilised in Jamming 


&o 
do 
Ba 


Communieat Ching « e 6 2 2 #2 © # © 
(1) Civil Facilities oeo en # @ 
(a) Basie Systens eoe ‘ e © 


(b) Asronanticeal Systems » « 
{c) Maritime Services » « - 


@ 
2 


oe 


° 


9 
° 


{d) The Land Mobile Radio Service 
(a) Meteorological Radio Syaten o 


is} The Broadcasting Syetens 
g) The Amateur Radio System 
(h} Special Service Stations 


(2) Mijitery Wire Facilities o » 
Other Orbit Countries (European) 
(2) Civil Facilities © 
fa) Basic System » 0 « so 0 
(b) Aeronautical System . « « 


(ec) Maritime Service o « « « 
(d) Land Mobile Radio System 


o 
e 
e 


2 


6 eee 


e- 


* 
& 


° 


(e) Meteorological Radio Systems 


(2} The Broadcasting Systexs 
(g) The Amateur Radio System 
(hh) Special Service Stations 


(2) Military Facilities oo « « « 


Employment of Jameing Tranami tiers 
Quantity of Jamming Equipment o o 


4a. 


o 
£5 ] 
” 


o 


oo 4% 


. Locations of Jamming Transmitters o 


eee a 


* 9 ¢ & @ 8 # @ 


coe ea ep a ae & 


eo 0 @¢ 86 69 @ @ @. 


er ee er er 2 2 


e a 


‘@ ® © @ 3» @ &@ G 


. © @ @ © & @ & @ 


eo =» @ # @ @& 


eaceo 8 @ © G 


ee © @ a6 a @ @ 


ea * w@ a 6 


o¢€ 0 0 @ @ 6 


& 


2 6 © ¢ @ &@ 6 8 


ee eo oe 8 


¢ 


6 @ eas 0 48 9 


oo 0 68 8 © @ @ -G 


Page 
wi 
x 
1 


fo 


Oo CO O8 Aarnniinw 


BoB 


& EEFGSREEKS 


cs 


IT. 


Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 


Bo 


De 


Eo 


Fa 


The Orbit Communications Equipment Resources 


20 Production 


Bo 
Do 
Ce 


do 


Be 
f. 


Bo 


Electronics Industry . . + « «6 
Radio Tranemitters o « » «2 «6 
Electron Tubes 0 a 0» 0 # es 66 © 0 
Radio Relay Communications Equipment 
Civilian Radic Equipment oo as 6 » 
Wire Communications Equipment . « e 
Wire and Cable . 4. oe eos easvae 


s © © © @ © @ 
*® @¢@ @ @ @ © 8 
¢ ¢ @€ &@ @ @ & 
eo ¢ & © @ ¢ & 


Bo importa @e¢¢@@eee6e¢ 68 6 6 @ 6 & 6 @ &@ @ 8 
3e Distseibution and Allocation of Equipment Resources 0° 


o @ 9 & #@ *# 8 


Electric Powar ps ve cece eee essoevrer 
The Present Orbit Commmnications Manpower Resources 


i. Mam facturing Ce ee ee ee ee ey 


' 2. Gperating ovore ees voer ees eeoaoas 


Modernity of Applied Techniques and Technologies 


1. Tachniques, Procedures and Technologies 


Bo 
Ba 
Sa 
de 


Traemds 


Wire Communicatione o o 


¢eae®8 # 4© © @ 6 & 
Redic Communications o % © 64% € © 0 58 @ @ 
Technology = Development . « oso ee ea 6 
Production eoo6o68 8 8 @ & 6 8 FH Owe Fe OB OD 


9 90 @ @4 G6 @80a@ oS © @ HO @ eo Hh HhlUcrhlUcOlUc Ohl 


do Post World War II to date o* ease Ber eoeee a 


Bo 
De 
Ce 


Wire Facilities «o os o js @e66¢8 @& & & eo 
Redio Faciiities »o » o « eee eo #8 @ 
Pacilities Resources in Reserve. eee 6 e668 


2. Over the next two years «ese ee een nne 


Capabilities of Enlarging FEloectromagnetic Warfare 


Ako Strategic Cost (Economic Costs) 


1, Diversion of resources to production of electromagnetic 
warfare equipment 


a 


@ 
e 


e* @ oO 6 


eo 8 & @ 


@eeses fF 8 @ 


® ee 5 © @ 6 


i] 


? © 8 @ 


o *#® 39 &© @ 56 8 


eo 9 ¢ $8 


ose onsen e eevee ene ee eoen 


age 


@. Diversion of commmication facilities from normal service 
to electromagnetic warfare service « » 2 2 6 6 0 8 @ 


Be 
De 
Ce 
de 
€o 
¥e 


Bo 


Use of Normel Spare Emergency Transmitters . 
Use of Dummy Service Transmitters . o 6 6 
Transmitters Used for Practice Purposes o « 
Transmitters Handling Daception Graffie »o o 
Strategic Spare Transmitters « o + oe «es 
Transmitters Performing Non-Essential Service 


2 © @ 4 &@ 6 


a 


e ® &@© @ $ @ 


6 


o -8® @ @ @ @ 


(1) Domestic and International Point-te-point Service 6 
(2) Mass Aural. Redievroadcasting Service . oo 1 e « 
(3) Others oe eee ee ee sec rsoeecc ce 


franemitters Employed only Part tima in Essential 


Services 6.4 sc ¢ 6 & 0 6 Se. 8 0 4 eH eS ee 


Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 


+ 


Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 


S-E-C-R-E-E 
Page _ 


he Transmitters Conducting Services Which 

Gan Be Shifted to Other Media o « «© se» 0 © © © 9 © 66 
4. Tranemitters Released by Acceptance of 

Delayed Service 0 »ceeerno oo ee 8 oo 8 © 66 


(1) Reduction in the Number of Direct Circuits. « o 66 
(2) Invocation in Priorities in Traffic . 

Handling o coe see sests ne sence se 6 
(3) Plattening Ont of 2heHour Traffic Load ~ 


UMYE o o a eee ee ee ee ero eee Ye Oe 66 


j. ‘Inorease in Speed and/or Capacity of Residual o oo 
Pond Atles. 6k. How 4 bese a Ow eae POT 
Ko Reguetion of Serwiee « 2 eo +e eae oe GO ee 67 
1. Reduction in the Number of Transmitters at 
Locations Conducting a Variety of Eadio Services. . 67 
m Seheduling of Residual Services « 2» e 6 © es so ee 67 


By Diveration of Manpower o9o00e68 828 2 %9 8 8 Bee 8 BG 68 
ho Maximum Utilization of Present Capabilities 
(over next two years) eao0oee8a80808 8 6 6 @ & % O DG 68 
5S» Increasing Present Capabilitics (over next 
two yeartle ovo ae oaeee es eee eo eeoe se &9 


Bo Wilitery Costs 


1. Diversion of military resourses to production of 

electromagnetic warfare equipment’ « « 2 5 es 9 +e 6 8 9 70 
2, Diversion of military commnicationsfacilities fron 

normal service to electromagnetic werfare service . » » 70 
36 Diversion of Manpower « 5» © ee eee oe ec eo oe oO 70 
he Militery Cost of Current Effort . « « © © © 2 s+ 6 6 2 © 72 
6 Maximm utilization of Present Capabilities 

' (over next two years) » oo eee see 2 on 8 ood ve 

6 Increasing Present Capsbilities (over next 

two years) ov @ eGo Geou Ff a eae HP OHO eee Hoe 71 


III, Vulnerabilities and Probable Effects of Retaléation Upon 
Orbit Communications Operations. eeeoeove eo eBaee 6 HO 72 


Ae Vulnerabilities «oo eve oe ee Ge oe oo @e8 @ © 72 
Lo. Gemsend Channels o «os ee oe 8 Oo @ eH Hw He HD 72 
Za Intelligence Channels 2 o 6 s ee 8 s0 oo ee Oo 3 
36 Operational Channels. a2 ee 08 6&6 60 ®@ &@ © & oO G& 8 BO 73 


ao Non-mobile Operational Chennels « coo © @ @ oo 7h 
Bo Mobile Operational Channels 668 6 ® &@ & @ © OH 7h 


(1) Mobile Cormmications Channela oo «0000 7h 
(2) Radionavigation and Radio Control Chamels. » 7h 


lh. Support Chamels oe¢0e6 6% % &@ 648 8 & FO 4 GO 15 


B. Probable Effects of Retaliation Upon Orbit. 
Commnications Operations o 909 0e@o098 @€ © & O eo 606 76 


4, End Effects Upon the Sum Total Activities of the Orbit 76 


2, Effects Upon the Operational Utilization of the ; 
Rapid Communications Resources oo o 6 2» « 6 oo a & oO 16 


iv 


S-E-C-R-E-T 


Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 


Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 


S-E-C~R-E=T 
- Page 
IV. An Estimate of Soviet Orbit Cold War Electromagnetic 
Warfare Intentions , 9 
A. Ag to Hinimization of Electromagnetic Warfare 
. Vulnerabilities 0 6 0 ee ee ce Ge eee oe ewe Oe es katy 
Bo As to Maximizetton of Gold Wer Electromagnetic 
Warfare o s oo ae eo oe ee ome oe eo ee ose senn 
¥. Gonelustong « 2. o ee 2 o 6 @ wwe eh heh oO ee ee ei 
Postecript: Effecte of a Hot War upon the Conclusions reached 
in (V7) for a Cold War oo 0 > eo Heo ew eo eee oe & 
Appendices 
Appendix Ac "The Radio Medium as a World Resource." 
Appendix B. Map = Telecommunications Coverage of the Soviet Orbit 
Appendix Co “Internstional Telecommnications Cireuits" (A list of Sovist 
Orbit "Opan" international rapid commmncations facilities). 
Appondix D, “List of Soviet Orbit International, Cover Rapid Conmunications 
Facilities.* a 
Appendix E. "Tebulated List of Radicbrosdeasting (Tranamitting) Stations 
of the Soviet Orbit." 
Appendix F. Mape "Soviet Orbit Aeronautical and Maritime Communications 
and Redio-Navigational Aids Transmitting Station Locations." 
Appendix G. “International Aural, Radio Broadcasting Services of the 
Soviet Orbit.” : 
Appendix H. “Press Radicbroadcaating fTranamissions of the Soviet Orbit." 
Appendix I; “List of the Number of Different Soviet Orblt Radio Amateur 
Contacted by US Amateurs 196-1952." 
Appendix J. “Zatimate on the Number and Chamacter of Soviet Orbit Maza 
Aural Rediobroadcasting Reception Facilities 194601952." 
Appendix K. Series of Maps showing locations of ntoified radio stations 
in the Soviet Orbit. 
Appendix L. ‘Two-maps ~ population and railroads. 
Appendix M. Map © Principal Wire Idnes and Locations of Militery Head= 
quartera in the Soviet Orbit. 
Appendix N. Map ~ USSR Economie Regions 
Appendix Ps Map = Civil Air Routes in Aeiatdc and Arctic USSR 
Appendix Q. Sources 


Vv 
~EaCaRei=T 


Se ee) 


Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2. 


Approved For Release 2004/07/99 : GIA RDE92B01090R000300020038-2 


aco HL ew 10 ae 
oF oe ame eee Gn 


_ The radio medium is a worldwide natural resource. It 

is extensively exploited by the Soviet Orbit. Wire as well as radic 
econjoin in providing the Orbit with a rapid communications profile 
of marmmouth proportions. Though complex, the parts are generally 
integrated for maximum service to the state. There is heavy depen= . 
dence on radio. Wire line facilities are inadequate in large areas 
ef the Orbit east of the Urals. Radio is the only rapid medialfor 
communications, long-range navigation, and guided missile control _ 
services involving mobile units. Its radio resources facilitate and 
aecelerate the exerciss of the sum total activities of the state 

in all its ramifications, political, economic, socisl, propagandis- 
tie, and military. Jamming today is among its uses, .. 


oe The most critical area from the vista of repid communica- 
tions inadequacies is the strategic Arctic area, Air routes between 
northern Siberia and the United States are generally shorter through 
the Arctic region by great circle navigation. But it is in the 
Siberian area where Orbit wire facilities are sparsest, thus aggra- 
vating the dependence on the radio medium. Further, radio propaga= 
tion in this area (North Auroral Zone) is somewhat unstable, hence 
unreliable, Moreover, rapid physical transport to back up the mora 
rapid communications media are also sparse in this area. These face 
tora tocathar conriva to render the area eritical. 

The equipment necessary for communications and jeamiing operae 

tiona can be manufactured by the important Orbit electroniss industry. 
For easential and military electronics requirements there exists in the 
Soviet. area of contre] sufficient capacity due to the rapid growth during 
the jaet few years. The production of decimeter radio relay equipment 
has grew from nothing in 1918 to an estimated 1500 sete in 1952. Pro~ 
duction faclliiies are adequate to produce electronics required for a 
rezsonable glectromagnetis warfare program. The effect on other Soviet 


. @lectronica programa will depend on the scope of theix undertakings, Re= 


esiving end transmitter tube production capacity axists for feasiable 
prograns. Transmitters cen be manufactured inreasonable numbers, If 
larger numbers of transmitters are reqiired, clectronic production faclli- 
ties can be diverted if sufficient priority is given to expand slectro» 
magnetic warfare progran by the Kremlin. Equipment production will there: 
fora not ba a major factor in influencing electrmagnetic warfare, 


Rapid electric commnicationa systems require dlectric 
power ag the soures of energy. <Althoughthe percentage consumed by 
communications of the total available to the Orbit is minute, a 
continuing supply of electrical energy is essential to proper opera«- 
tion of electricalrepid communications. But the. inadequacies of 
‘powr distribution over large areas sent of the Urals impose logistia 
and generating problems that could become vexing under sudden heavy 
demand conditions, 


The availability of commnication manpower is not abundant, 
but adequate, and capable of being increased over a period of six 
months or so. In the field of techniques, procedures » and teshnolo~ 
gies, Soviat competence seems to be as far advanced as that of the 
West in some arena. In others it is leas creative and more imita- 
tive. But imitation itself cannot close the rap between conception 
of an idea and application. Exploitation particularly of East German, 
Czechoslovakian and Hungarian competence has made medern contributions 
to Sovlet know-how, 


The Soviet Orbit dees not enjoy filly standardization of 
communications equipment end vrocedures. Incompatibilities should 
rasult in difficulties in achieving maximum integration, maintenance 
effictency, and maximum flexibility of operations. 
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Post World War Il trends have been marked by restoration 
activities followed, about 1919, by increases in the capacity of 
existing plant, extention of plant to virgin territory, end the 
application of new world techniques and technologies created during 
end since the war, Apparently several new significant land lines 
and at least one significant submarine cable have been inatalled 
in or into the strategic Arctic araa. Of pertinence hera is rather 
huge development of the wlre-diffusion systems for the wire line 
distribution of mess aural broadcasting programs.. The radio transze 
migation base has been steadily increasing in terms of number of 
transmitters, power, uses, and service area. Production of micro= 
wave radio equipment suggests that soma systems are already in 
operation. The jamming system has continued to expend since its 
4nception in the post World War It era. Over the next two years 
the Soviets will push forward to greater heights the developments 
they commenced when restoration was about complete in 1919. | 


The Soviat Orbit possesses at least some 9,600 signifi- 
cant radie tranemitters, By the pplication of numerous operational 
methods the Orbit could appreciably enlarge ite slectromagnetic 
warfare cepabilities, But the strategic coet of utilising these 
capabilities is thought. to vary exponentially with the extent of 
their utilization, Rapid communications are fundamentally means 
for. accelerating human action and accelerated human action in turn | 
imposes demands for additional accelerating moans, The strategic 
cost. of maximus utilisation of present capabilities over the next 
two yoars are considered to be almost intolerable. Since one of. 
the prime objectives of the Kremlin is given as the rapid expan=- 
sion of the strategic power of the Soviet Orbit at an accelerating 
rate, it would seem that the Orbit would need to develop more and 
‘more commutications resources for legitimate services rather than 
te consider any significant curteilment therein, Where there is 
a choise of mdia the Krealin can favor wire over radio, or physical 
media over both, There is grave question, however, whether the 
Orbit, at Ioast in those huge areas where rapid ecemunications 
resources are relatively undeveloped, could afferd the luxury of 
doing anything itself that would diminiah or tend to diminish, for 
the naxt tw years at least “the rate at which it secks ta acceler- 
ate the growth of strategic povers Mor does it sean likely, for 
the seme reesona, that the Orbit, would cherish the potential 
retardational effects of retaliatory jamming upon the rate. Maximum 
utilization of electromagnetic warfare capability could impair the 
politically echesive and contre] benefits of domestic masa mral 
radiobreadsasting, the agitative and propagandigtic potency of 
international mass sural and press radicbroadcasting, the efficiency 
of economic performance, the cultural and social satisfactions of 
the people derived through and fram rapid communications services, 
and the strategic and tactical contributions of radio services for 
the exercise of military command the effective. deployment and use 
of military weapons. - Be, 


The Soviet Orbit could markedly increase its clectromag~ 
patic warfare cepability over the next two years. The smount of 
4nerease would directly depend upon Kremlin intentions with regpect. 
to jamming. If future jamming potential dominates production planning 
and rapid coumunications systematisation in guch wies ag to diminian 
dapendende on radio below 30,000 kilosyeles, the increment in capability 
could be large. But even without any Kremlin intentions to enlarge 
janming capabilities as such, the growth of radio facilities to support 
ali other plans and intentions would automatically yield an increase 
in capability. 
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Vulnerability, the susceptibility of Orbit to disruptions 
in the exercise of the sum total activities of the state in ail its 
renifications, is assessed by measurement of the strategic essent~ 
fality of Soviet Orbit radio services for that purpose, Where there 
is no essentiality there is no vulnerability. Only strategic 
esgentialities are considered. Radio communications channels are 
classified according to stratogic essentiality of the service they 
contribute. Command channels are required for the exercise of 
guprena autherity and control, Hence the demand for radio as a 
rapid media for some of these channels is heavy. Hence the vulner- 
ability of Soviet command channels is rather high in all sreasexcept 
possibly in the European Orbit. Intelligence channels, of which 
nothing is known, are mantbloned because of their high strategic 
importance. Operational channels, which are required for the optimuna 
deployment and employment of strategic power where time is precious 
and dependability of service vital, are of two types from the atend- 
point of vulnerability, The non-mobile operational channels are not 
necessarily dependent upon radio and the mobile operational channels 
do depend upon radio. All segnents of the Orbit hierarchy and sub- 
ordinate echelons (political, economic, air, sea, and land) require 
‘the,service of ach channels. The vulnerability of non-mobile 
communication channele is high but nat so high as for command channels. 
The vulnerability of mobile channels depends upon the number, charace 
teristics, and types of missions of the units involved and could 
approach the strategic importance of commend chennela, as in the 
chase of a large flight of long-range bombers armed with atomic bombs 
on an attack mission. The vulnerability of Orbit mobile radionavi- 
gational and radio control (for guided missiles) services is cohsidered 
generally high for combat usage, but for non-combat usage much Lower, 
Support channels are those channels required for the exercise of | 
Orbit housekesping functions. They are the most numerous class of 
channels. The vulnerability of support channels ia generally less 
than that for the otherthree classas. They are less important and | 
the service they perform can generally tolerate some delay or can 
be dispensed with, On the whole the walnerability of this ciass of 
channel would probebly rise exponentially with the elapse of time 
during which the service they perform was unavailable. 


, Retaliation implien the existence of enlarged Soviet @lectro- 
megnetic warfero, Soviet plenning for an enlargemont of electromagnetic 
warfare wuld prebably include plans to minimize the effects of 
retaliation, Planning would aleo take into account the exposure of 
Soviet radio channels to its own jamming. 


The probable effeots of retaliation may be of three kinds: 
1) end effects upon the mm total activities of the Orbit; 2) the 
effects upon the operational utilisation of the rapid communication 
regources; and 3) the diversion of resourses, The effects upon the 
activities of the Orbit would, assuming that retaliation was effective / 
result in a slowdown in these activities and if continued would 
eventually result in losses ineffeative strength of the Orbit. The 
slow down would begin at a low level, probably rise rapidly, and begin 
to recede soon after readjustments could be made, Quantitative analysis 
of the effects of retaliation, if possible at sll, would be exhaustingly 
laborious. The operational utilisation of reoid comuuntoations would 
be affected by retaliation by a realigment of the traffic loads 
carried by the varlaus rapid media, by the diversion of less essential 
traffic to lessethan-rapid physical means, and by the suspension of 
non-essential traffic. Retaliation, if effective, would be expected 
to imiuee some diversion of regaurces. The levels of diversion would 
‘hinge on the essentiality of the class of channels, The diversion of 
resources for commend channele could be considerable and involve 
hurried construction of new facilities regariiless of men and material 
costs, To a lesser degree diversion of resources might take place 
' for contruction of new facilities to handle the leas essantial channels. 
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fhe Soviet Orbit cold war electromagnetic warfare intentions 
may be assessed by analysis of performance, implications, and planning. 
As to performance, the Orbit has been building what appears to be a janning 
systems of which the magnitude and effectiveness appears to be dinereasing. 
For the most part, the jamming has been directed against "hostile" radio 
signals (mostly radiobroadcasting) entering the "sovereign" domain of 
the Orbit. It would be, however, hazardous to our communication 
security to conclude that jamming of radiobroadcasting represents total 
Soviet intentions. Possible imlications of the jamming performance 
today are that it helps to achieve more complete East-West communication 
discontinuity, and it serves as a proving and exercising ground for 
the development of a broader slectromagnetic warfare rogource, With 
the US removed in distance from its European and Pacific allies it 1s 
heavily dependent on radio for rapid communications. The Soviets must 
be aware of this situation and have most likely included it in their 
electromagnatic warfare ples. , 


Tt seans clear that, under cold war conditions, the Soviets 
intand to continue to work toward minimization of the strategic 
eagentiality of Orbit radio services, This canba done by reducing 
their present heavy dependence on the radio modium below 30,000 Idlocycles. 
Contruction of non-radio rapid comaunications facllities will probable .” 
continue to ba of prime importance bit in the vast areas east of the 
Urals it is walikely that the dependence om radic can be eliminated’ 
within the next two years, In the case of the mobile services radio 
4 essential and of increasing importance. The Soviets are unitidly 
to ignore these factors in their planning for an enlargement of “4 ; 
electromagnetic warfare. f*. 
Theres is no evidence at hand to indicate that the Soviet 
have, in fact, invoked thus far any of its electromagnetic warfare 
eapabilities.s The current jamming effort against foreign radiobroxd~ 
canting can be characterised as a legal contest with psychological 
warfare implications, Electromagnetic warfare would, quite possibly, 
be invoked on a localized basis so as not to reveal the Kremlin's full 
hand of tricks. 


The Soviet Orbit possesses, in being, a mamouth rapid 
communications resource. Included in it are active and potential 
jamming facilities which could be improved and expanded. The vapid 
communications systea is being improved and expanded, but more than 
two years will be required te minimize the essentislity of its radio 
services. In the meantime its vulnerability in emma of the strategic 
essentiality of its radio services is high. The full commitment of 
this capability for electromagnetic warfare in the face of its high 
vulnerability wuld he intolerable for several years to coma. Localinad 
employment under cold war conditions of electromagnetic warfare in such 
& manner as to not bring on retaliation would seem to be the pattern 
which could be followed with the least disruption to the Soviet Orbit. 


The incidence of a hot war would invoke on the part of the 
Soviet Orbit as full an employment of its electromagnetic warfare 


capability as its war time legitimate strategic ensential radio needs 
would permit. 
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INTRODUCTION 


: The radio medium is a worldwide, natural resource.* It is a 

‘ey’ harnessable means of transport, at the speed of 186,000 miles per second, 
for the conveyance of ideas, information, and remote control signels. It 
exists everywhere. Hence it is not subject to world monopoly by any 
country or group of countries. Today it is used by all civilized countries. 
The radio medium not only competes successfully with the only other rapid 
medium for communication purposes, the wire line, but has far surpassed 
the wire line medium in its versatility of use. Apart from its almost 
exclusive domain for specialized functions, such as radiolocation, radio- 
control, ani radionavigation, the radio medium is the only available 
medium for rapid conmunication with andbetween mobile units (aircraft, 
ships, land vehicles) over appreciable distances. Its value as a medium 
of rapid, mass communication is excelled by no other, 


One common-unit of measurement of the radio medium is "frequency". 
The frequency range of the radio medium, known as the "radio spectrum", 
covers from 10 kilocycles to the order of 3,000,000,000 kilecycles. AIL 
frequencies do not traverse the radio mediun equally well. Those above 
30,000 kilocycles generally areuseful for relatively short distances, 
or line-of-sight application... Those below 30,000 kilocycles generally 
sanpeiee the long-distance portion of the radio Spee ane 


Any strategic and economic dependence of the’ power nations of 
the world upon this relatively small, though precious, almest fully= 
occupied segment of the radio spectrum for ‘unerous lonr-range services 
would cast this segment in a crucial role, 


‘The key to any appraisal of Orbit electromagnetic warfare poten- 
tial is the sum total of the active and reserve radio transmitters it can 
put on the air. This is so because any radio transmitter capable of 
radiating electromagnetic energy on frequencies below 30,000 kilocycles 
must be assumed to be a potential jammer, but much more needs to be known. 
This includes the location and characteristics of the transmitters; the 
strateric importance of the normal service(s) of those transmitters in the 

' minds of the Kremlin; the availability of alternate means; the disruptive 
effect, if any, of Orbit jamuaing of Orbit strategically vital radio services; 
the disruptive effect, if any, of Western retaliatory jamming of Orbit 
strategically vital radio services; and the variations in effects including 
jamming intensity snd duration, among others. The solid data upon which 
solid answers can be formulated are not available. However, sufficient 
fragmentary material is on hand to formulate estimates in measuring Orbit 
capabilities of enlarging euacsromagven © warfare snd. of its cold war 
intentions in this field, 


The time Limit imposed for the preparation of this report required | 
the use of unevaluated as well as evaluated material in order to achieve 
some semblance of scope and depth. For this reason the report, should be 
considered somewhat impressionistic rather than completely factual and 
soundly conclusive. 


# Appendix A “The Radic Medium as a World Resource" develops in some detail. 
the general nature, significance, and conditions of use of this resource. 
x 30,600 kilocycles = = 30 MCS 


x 
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I. The Present Orbit Redio and Wire Comunications Profile. 
Introduction. 


The present Orbit rapid communications profile is a complex in which 
both the radic and wire media are employed. In practice the employment 
of the radio medium is seldom wholly divorced from the wire medium. The 
inter-dependence that exists takes several forms. In some applications 
wire facilities conplement the radio facilities. In others they are 
supplenental., They are sometimes alternate to each other. Wire lines 
are frequently used to provide control circuits for the operation of 
radio facilities. Wire facilities sometimes provide the only rapid 
means for the collection and distribution of communications received 
from or addressed to mobile units equipped with radio facilities. The 
wire medium does not possess the versatility of the radio medium, But 
modern technologies, some developed initially for application to radis, 
have permitted far-reaching increases in the capabilities of the wire as 
a conveyor of rapid electric communications of various kinds. In view 
of the foreroinc the wire medium cannot be cela in ay discussion of 
radio service discontinuities. 


Although operating on radio frequencies beyond the 30,000 
kilocycle Limit of this report, the highly pertinent micro-wave (decimeter) 
radio technology, developed practically since World War II, is germane 
to the Orbit communications profile in somewhat the same way as the wire 
line medium. The strategic and economic implications of this technology 
and its incipient application in the Orbit are telling. It possesses all 
of the advantages of radio below 30,000 kilocycles, except long-distance 
coverage without the intermediacy of relay stations. It possesses all of 
the advantages of vure, It offers high circuit capacity, almost unlimited 
spectrum space, almost complete communications security, low susceptibility 
to magnetic, atmospheric and other disturbing influences, low vulnerability 
to slectromagnetic warfare, a hich measure of recuperability, and, when 
mobilized a quick means in emergencies to replace or augment certain wire 
or radio facilities. Its essential disadvantage for lone=-distance communi« 
cations is the necessity to provide relay stations about every 30 miles. 


Radio below 30,0006 kilocycles. stands alone as the rapid medium 
for communication over appreciable distances with and between mobile units, 
to bridcte quickly large bodies of water, and to span with rapidity large 
land areas not otherwise provided with rapid communications facilities. 


This section descrites the Orbit communications facilities and 
systems in being, along with perceivable trends in their development and 
use, The whole camut of activities essential to exploit these communications 
resources fully to serve Kremlin strategy=-their development, installation, 
protection, operation, maintenance, and expansion=--reqi: re direct suppor 
of other resources. Those to be considered are manpower, productive, 
technical and technolorical resourses, 
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A. The Facilities and Systems 


1, The Soviet Union 


rman SE 


ponerey 
The Soviet Union comprising over 8.5 million square miles 

employs radio in all modern recognized communications and operational 
services, For its internal basic communications needs, the Soviet Union 
employs radio more intensively and extensively than any other country in 
the World. It is used in parallel with wire lines to the same points. 
It is used to reach points beyond wire line terminals. Appendix B, a man, 
gives a picture of the distribution of the known main trunk line wire 
facilities (with a few such facilities in the northern European area 
unconfirmed), Also shown on the composite impressionistic map are all 
reported but partly unconfirmed radio stations assumed to contain from 
one up to say fifty or more radio transmitters. Ina sense, it depicts 
the radio generation plant of the Union. The map shows that great 
expanses of central and northern Siberia and the Arctic apvear to depend 
almost wholly upen radio for rapid communications services within these 
areas and with other areas of the “oviet Union, Polyarnyy, Murmansk, 

_ Iokanga, Vorkuta, Dudinka, Khonu and Nikittsy (unconfirmed), Vilyuysk, 
Ust*=-Aldan, Krest=-Khal'dzhay, and Ust'-Srednikam below it seem to be 
the only exceptions. 1/ 2/ 3/ With inadequacies in other forms of 
rapid surface transport in these vast areas, air transport can seem= 
ingly provide the only relatively fast alternative means of intelli- 
gence communication.#* The apparent lack of wire line facilities in 
these areas, except as pointed out above, does not prove lack of 
imvortance of either the wire line or the area. Recent reports indi- 
cate that wire lines are being extended northward usually towards and 
along rivers. Activities of strategic and economic importance are — 
carried on there. These include shipcing over the Arctic Ocean route, 
meteorological studies and observations, air transport, mining, 
lurbering, etc. : 


Strategically imvortant observations may be made from 
this broad picture. Those areas of Siberia which apparently must depend 
upon radio for communications and functional services are for the most 
part closer by great circle route to the US than are all other portions 
of the Soviet Orbit domain, where, oddly enough, both radio and wire 
facilities are more prevalent. This means that any Soviet air operations 
to the US over these short-haul great circle routes must depend heavily, 
if not alone, upon radio for its strategic, command, tactical, operation, 
and intelligence communications and functional services, Since radio 
signals travel great circle routes between the points of transmission 
and reception, it also means that these vital Soviet radio facilities, 
from the standooint of distance alone, are in the front-line pcsition 
visea=<vis the US and hence may be critical to electromagnetic warfare 
plans and strategies. 


¥ The absence of data on the existence of wire line facilities to and along 
the whole Arctic front does not prove non-existence, The strategic 
importance of the area would seem to justify the need for both media, 
This need for wire is further accentuated by the anomalous radio 
propagational conditions existing in the vicinity of the Arctic (Auroral 
Zone), Suitable north-south routes for extending the wire line system 
into the Arctic, which might mitigate the evils of the permafrost 
problem, might be in and along the White Sea=Baltic Canal, in or along 
the long rivers, which generally run in a northerly direction, and the 
short land-river and sea routes to the Bast Siberia Sea. 

xe See Airlines Map = Appendix P. 
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a, Civil Facilities 


(1) Basic System 


The basic communication system (telephone, 
telegraph, telephoto) serving the general-purpose needs of the country 
comprises over three millions of kilometers of wire* in various forms. 
As of March 1951, the USSR was allegedly operating altogether over 
1,190 radio stations inthe Fixed Service (including Aeronautical Fixed 
Service), Some of these, however, may not operate into the basic 
system. According to international records these 1,490 Fixed Service 
radio stationshad assigned to them over 11,900 frequencies below 27,500 
kilecycles, Reportedly in 1951 the system handled 132 million interurban 
and international telephone conversations and 283.5 million domestic, 
international, and transit telegrams. During 1945, 1.5 billion words 
of telegraph traffic was said to have been handled by radio alone. 


Appendix B is an impressionistic composite 
graphical presentation of all reported, and partly unconfirmed principal 
wire facilities and overall radio stations of the USSR. Probably ail 
of the wire line facilities but only a portion of the radio facilities 
shown are directcomponents of the basic system. Many of these radio 
stations operate in whole or in part in other services to be described 
later, 


Table 1 infra is a partial list of cities 
having extensive wire and/or radio basic communications facilities. 
They seem to fall into the category of main centers. They communicate 
with Moscow, the principal center, and with each other. They serve 
their own areas directly and through regional and rayon subcenters, 
The figures entered against each center give the number of radio 
frequency Listings below 30,000 kilocycles entered in official. inter- 
national documents for that city. They do not necessarily reflect. radio 
usage, radio dependence, the number of transmitters, or the number of 
stations. 4 / _9/ 


fable 1. 
Partial List of Conjectural USSR Main Basic Wire and/or Radio Communications 


Centers with the Number of Listed Frequency Assignments(below 30,000 kilocycles) 


Moscow 59, Sverdlovsk 76 Stalinbad 29 
Irkutsk 239 Krasnoyarsk 68 Riga 21 
Khabarovsk 199 . Kharkov 6h Simferopol. 18 
Novosibirsk MUS Tiflis 6, Kagan? 12 
Tashkent ; 12h Kiev 53 Lvov 12 
Vladivostok 116 Komsomolskena-Amure 7 Saratov 9 
Leningrad 100 Anadyr® ly = Kzaudzhikau 

Yakutsk 99 Rostovena-donu 43 (Ordzhonikidze 4 
Alma-Ata 95 #shkhabad 32 0 ©6©Minsk 3 
Baku 8, Omsk 30 


fable 2 infra is a list of additional cities 
which mey not be functioning as main centers but which show a relatively 
large number of listed frequency assignments. 


¥ Exe lading wire Lines devoted to wire-diffusion broadcasting. 
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Fable 2. * 
List of Additional USSR Cities Showing # 


Fh 
‘Relatively Large Number of Assigned Frequencies 


Archangel 73 Chita 56 Astrakhan 39 
Petropavlovsk Odessa 3 Semipalatinsk 35 
(Kanchatekiy) 62 Tobolsk ho Aleksandrovsk 


(Sakhalinski} 33 


The wire Lines (App:rdix B) like the railroad 
lines (Appendix,L) provide service to the populous areas of the country 
which are shown in Appendix L. In spite of the wire coverage in these 
populous areas powerful radio stations are found in key cities. Addi- 
tional powerful radio centers are found at important locations north of 
60° Latitude north. Sites of the more powe:ful, longerange radio stations 
are displayed in Appendix K Map °. 


In addition to these high frequency stations, 
there are very-low-frequency stations in the extreme far north for point= 
toe-point communications, Appendix K Map 1. ; al 


Gateway cities for the handling of "open" | 
international communications are listed in Table 3 infra. & 
; e 


List of USSR Gateway Cities for the 


Handling of "Open" International Communications 


Ashkhabad Leningrad fallin (Estonian 55R) 
Batua Lvov Tashkent 
Irkutsk Moscow Tiflis 


Leninakan Odessa Viadivostok 


Appendix C contains a list of the international 
facilities (International Teleccomnunications Circuits) operated from these 
gateway cities, Included are the points of communication, the method of 
‘communication, and the media employed. The use of the radio medium involves 
frequencies below 30,000 kilocycles. Included on page 1 of Appendix ¢ 
are some detail statistics on these facilities for the whole Orbit, 


The cities shown in Tables 1, 2, and 3, supra 
all of which employ both wire and radio with the exception of Petropavlovsk 
(Kanchatskiy), form the hard core foci of the basic domestic and inter- 
national rapid communications syitem of the Soviet Union. 


Though not properly considered part of the 
basic system, certain additional strategically important international 
radio facilities are listed in Appendix D, This is a partial list of 
closed" or covert. strategic and emergency communications channels provided 
by radio stations installed in Orbit embassies or legations in foreign 
countries, They are probably intended to communicate with Moscow and/or 
their home capitels. To safeguard these channels for vital use, it is 
Likely that they are at present seldom used, if at all. 


# It is a curious fact that Murmansk in the Arctic and Kuybeyshev (the 
alternate capital of the USSR during a pertion of World War II} do 
not appear in either list. This omission suggests the possibility 
that the USSR may not have amended its international notification 
records to the International Telecommunications Union since the late 
4.930%s or early 19h0"s. 
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(2) Aeronautical Systems 


For rapid transport in a country many large 
areas of which are without modern highways, railroad lines, and inland 
waterways running in the right direction air transport looms important. 
This is particularly true of the Soviet Union east of the Urals and north 
of the general route of the Trans-Siberian railroad. Air transport east 
of the Urals is of-great economic importance to the country. It supports 
the Northern Sea Route by providing year-round access to the rich mineral 
deposits and other natural resources in Siberia. It services the new hydroe- 
electric and canal projects in this area. It assists in the maintenance 
of meteorolopical services which in turn serve the whole country, and in 
supporting scientife explorations in the aretic and desert areas, Air trans- 
port in this large area also serves political purposes by providing a rapid 
transport link between the Kremlin and the areas. Air transport is widely 
used for the distribution of newspapers and other party propaganda media. 
It carries mail and key personnel, The most recent development of some 
significance east of the Urals has been the extension of air service by three 
different routes to the Communist China capital of Peking. 9/ In part, the 
very absence of adequate rapid communications facilities in this area helps 
to stimulate the development of air transport there. The safe and efficient 
operation of air transport in this area in turn requires the provision of 
suitable aeronautical radio communication and radionavigation aids. 


There are three kinds of aeronautical radio service: 
The aeronautizal fixed service, the aeronautical mobile service, and the 
aeronautical radionavigation service. 

- Little is known about the wire facilities used by the 

USSR to serve its civil and military aeronautical operations. No doubt 
some wire lines are specially employed for these services. Appendix F 
spots some of the Soviet radio stations providing aeronautical mobile and/or 
radio navigational aid service. In 1949 it was thought that stations per= 
forming aeronautical fixed service were closely connected, even to the use 
of the same radio channel as that which the aeronautical station {land sta- 
tion used to commnicate with aircraft) uses to communicate with aircraft. 
In 1949 there were thought to be over 300 radio stations associated with air= 
lines and airfields, and this number has probably been increased considerably 
since that time. It is not known to what extent civil and military aviation 
communication is integrated. Appendix F also shows some of the radio 
transmitting stations offering radionavigation services to aircraft. 


(3) Maritime Systems. 


While the USSR was never a great maritime power, it 
did rank eleventh among maritime nations in 1939 for vessels of 1,000 gross 
registered tons and over. Heavy tonnage losses were suffered during World 
War IT but Lend-Lease and other replenishments have since more than made up 
for those losses, She operates hundreds of vessels of 1,000 tons and over. 
Half of its merchant fleet is based in the Far sast. In recent years the 
Soviet Government has put increasing stress on the need for augmenting the 
role of water transport in the national economy. Among others, the USSR 
operates water transport in the White Sea, Gulf of Finland, Black Sea, Cas= 
pian Sea, Sea of Okhotsk, the Baltic, over the Northern Sea Route. “ome of 
the service is domestie coastal, and some deep sea ocean. Additionally the 
USSR operates fishing fleets and a considerable amount of inland trangport 
is conducted over the numerous long rivers of the country. lf 


There are two kinds of maritime services: the mari- 
time mobile service and the maritime radionavigation service. 


Little is known about the wire facilities used by the 
Soviet Union in connection with its civil and naval maritime communications 
operations. Probably some wire line facilities are involved. Appendix ¥ 
spots some of the radio transmitting stations providing these two kinds of 
service. In 1949 it was thought that 350 or more radio stations were involved 
with shipping (probably naval and mercantile). They appear to form two sepa- 
rate ‘though closely inte,rated networks, one.for river and the other for ocean 
transport. It is thought that stations at gix or more important locations 
serve as focal points for all maritime traf ite in their general vicinity and 
as interchange points for traffic with the basic communications network, The 
main station for communication with the Soviet fleet on the high seas is 
said to be located in Moscow. 
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Offielally published Soviet Union statistics 
showed that, as of September 1951, the USSR was operating only 21) coast 
(commnications) stations. All of these stations provide telegraps and 
most of them telephone service. The same source shows 768 ships, including 
naval, military, and iceebreakers, were equipped with radic. 12/ 


(4) The Land Hobile Radio System 


Land mobile radio services comprise commu ri.cations 
services between mobile radio stations and base radio stations and between 
two or more mobile radio stations. The Soviet Union operates many such 
services to facilitate government, industry, and: particularly military 
operations. Mobile radio stations are installed in railroad enginas and 


_ cars to expedite the operation and control of traina and to facilitsate 


yard awitching. Mobile redio stations are installed in motor venisles to 
strengthen security and aid police control, Mobile radio stations installe’ 
in machine tractors are used to accelerate agriculture by assietiig in the 
dispatching operations. Mobile radio stations are probably used ia mining, 
manufacturing, and the larger construction operations. Though many of 
these applications use radio frequencies above 30,000 kilocycles, it is 
likely that some frequencies below 30,000 kilocyeles are also employed. 


Undoubtedly the Red Army is by far the grsatest 
user of the land mobile radio service, oven though it also uses wire 
lines in its operations. 13/ : 

(5) Meteorological Radio System 


Meteorological radio services include the 


transmission of special radio signals intended solely for meteorological. 


including hydrological, observations and exploration, and for the trange 
mission of meteorological bulletins and weather reports, These se-viees 
probably support the economy, agriculture, science, air and water cranse 
port and other needs of the country. In 199 it was thought that 
practically all of the larger radio stations gave some kind of met20rologe 
ical service, Other stations, mainly small, had been established “or 
reporting meteorological observations. In 1949 bulletins were reported 
te have been broadcast by radio from 21 locations. The Soviet bLiion 
maintains many radio stations on the land masses and islande along the 
Northern or Arctic Sea route from Murmansk to the Pacific Ceean. “Many of 
the radio etationsa shown on the map in Appendix B conduct meteorological 
service of one kind or another. Originally many of thess were to Surnish 
long-range meteorological data from fixed locations to aid in scileatific 
and udlitary experimentation. Subsequently they were said to be used for 
general exploration and exploitation of the Arctic Sea and air row:es, 


. They apparently maintain commnications with each other and with esrtain 


principal stations which intercommnicate with main radio stations of 
the basic network nearest to them. In 1949 there was evidence of about 
200 stations in the Arctic regions (north of about latitude 52° novth), 
and it was estimaled that there were at least 200 more, li/ 


(6) The Broadcasting System 


For rapid collective commmication the Soviet 
Union employs two basic kinds of broadeast service. One is the poowlar 


. mags aural broadcasting service for the benefit of the general public, 


ft provides domestic and international service in the Lowe, medium-, and 
high-frequeney portions of the radio spectrum, al]. below 30,000 ki locycles. 
The other broadcast service is the more specialized and limited se -~vice 
generally employing forms of telegraphy, for both domestic and inturnational. 
reception for the bensfit of more specific addressees. One known applie 
cation of this technique is the press broadcast service. Other broadcast 
services are probably associated with the more strategic need of tie state, 
such as broadcast intercept service for submarines and other vessels of 

the Red Navy and outpost or advance bases. 


onlan 
Sof-C-RoBAD 


Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 


Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 


S~heC-R-b-T 


ae Ce ee tee ee 


(a) The Mass Aural Broadcasting System. 

The USSR operates an extensive mass aural broad- 
casting system providing for the internal or home service and the externa] 
er international service. ‘The basic motivation behind the home service 
is the means for communist indoctrination and agitation and that behind 
the international service is Communist prppaganda. Hecause propagational 
parameters and language complexities are restrictive limitations many USS& 
broadcast transmissions are beamed to selected internal and external areas. 
Appendix E is a list of Soviet cities from which these transmissions 
emanate, along with the number of transmitters and the frequencies and 
powers employed. Page three of this appendix gives consolidated statistics 
on these radio transmission facilities. They show that the USSR employs 
at least 165 transmitters in at least &5 cities, The transmission power 
employed ranges from 1 kilowatt to 500 kilowatts. . Of these 168, 42 operate 
in the bands below 500 kilocycles, 61 in the bands between 500 and 1,600 
kilocycles, and 65 above 1,600 kilocycles. Of the total number, 3 low- 
frequency, 2 mediun-frequency, and an estimated 22 high-frequency trans~ 
mitters are in the Moscow area, The map in Appendix B symbolizes the 
lccation of these cities. Some of these transmitters undoubtedly operate 
as partetime janmers. 16 1617/ The locations of broadcast trans- 
mitting staticns are scattered over the country. They are densest in 
Evropean Rusaia and thinnest over the north central and northeastern areas 
of the USSR. 


The internal system comprises three levels of 
stations, “20 All Union stations in and around Moscow, the primary stations 
located in one or more cities of each of the republics, and the local 
stations, All three levels of stations originate programs. In addition 
the primary stations rebroadcast portions of the Moscow transmissions and 
the local stations rebroadcast portions of the primary station transmissions 
which include portions of the Moscow transmissions, This systematigation 
gives Moscow a “command” channel down the echelon to localized points. A 
caleulated estimate of the total number of domestic program radio medium 
transmission hours per day comes about 900 hours, The Soviet Union 
hes claimed that some 76 languages are employed in this system, but moni- 
torial observations reveal the use of only 26 including Russian, The 
unheard languages may be used on relatively low-powered transmitters of 
short range or over wire-diffusion networks. 18/ 


The wire line plays a strategic as well as a 
political and economic role in the Soviet mass aural broadcasting system. 
Wire lines are used to relay Moscow broadcast transmissions to distant 
city stations for retransmission, Another princip s.use of wire lines | 
is for the distribution of broadcast programs to loudspeakers, rather than 
to individual radio receivers which obviously depend upon the radio medium. 
These wire lines for the most part seem to be independent and separate — 
from the wire lines used for telephony and telegraphy. By wire eonnection 
te the transmitting studio, loudspeakers in the surrounding area are served. 
The wire Link is also employed to transmit programs to more distant wire+ 
diffusion exchanges, Other remote areas are served by wire»diffusion 
exchasiges which pick up more distamt programs by radio, amplify them, and 
distribute these signals to wired loudspeakers. In 1951 it was thought 
that the Sovist Union operated over 11,000 main wire diffusion exchanges 
serving over 6,8 million loudspeakers, and over 15,000 minor wire diffusion 
exchanges (postewar development) serving over 2 million loudspeakers. They 
are scattered over the country and obviously employ incalculable kilometers 
of two-wlre lines. 19 


This wire mesh has important implications for 
ele ctromagnetic warfare. It is available for civil defense warning 
notices, as many of the connected loudspeakers are located in public 
squares and key locations. It is available for one way communication erd 
to address groups or individuals, And it is available, though primitively, 
as a partial alternative to the use of radio in the basic system for 
essential communications. 
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the Soviet international broadcasting service 
8@Lf is far reaching. In late 1950 1% was estimated that 50 trans« 
mitters in four cities were employed in this service, Of these 33 were 
for high-frequency transmissions, of which 20 were in the Moscow area, 
i3 for mediun frequencies, and h for low frequencies, They ware used 
Yor foreign broadcasting for an estimated total of 88 program hours per 
day in a total of 41 or more foreign languages. Appendix G lists these 
facilities along with data om the frequencies employed, the Languages 
used, and the areas intended to be served. 


Woile the Soviet Union is now operating three 
of four television centers and probably some experimental Fil stations, 
the use of frequencies above 30,000 kilocycles for mass aural broadcasting 
purposes is quite negligible, There in no evidence to support the likeli- 
hood that the Soviet Union contemplates any sudden or radical changes in 
the above described system based on the use of frequencies below 30,006 
kilocyeles, 29 / 


(b) Zhe Press Broadcast Service 

The USSR broadcasts press material from nine 
different cities, These are beamed transmissions to certain areas of 
the JSSR, the Orbit countries, and to other continents and countries, 
Appropriate languages are used in various forms of telegraphy, Morse, 
Hellschrieber (a form of facsimile), and perhaps teletype. Appendix H 
ie a listing of data cn these transmissions. With little or no difficulty 
this system and its facilities could be used for, at least, specifically- 
addressed one-way communications whenever necessary | 
situations. 


(7) The Amateur Radio System. 

fn the USSR the amateur radio service, through 
government interest, ls under wide development. Through the Voluntary 
Society for Assistance to the Army, Alr Force, and Navy (DOSAAF), and 
probably throughethor organizations, programs are carried out for the 
development of radio operators, radio technology, and radio clubs and 
circles, No estimate can be made -fthe number of amateur transmitting 
stations that exist in the Soviet Union, It is speculated that the 
number of such stations rons inte the thousands. Appandix I shows that 
some 1.36 Soviet Union amateurs were contacted by US amateurs between 1946 
and 1953. It is believed that Soviet policy is to reduce the number of 
individual stations in a given locale with the idea that one station 
could be well-equipped from the others. This arrangement affords better 
iustruction to beginners and at the sane time makes more effective the ! 
communicaiion security control that can be obtained from group activity. 21/ 


In Jaly 1949 the USSR was broadcasting radio 
time signals from five different locations, meterorological bulletins 
from 21 different locations, and notices to navigators from seven locations. 
No information is availiable on the transmission of medical advice and freq. 
vency standards, 2#/ In 199 the USER was operating special service radio 
stations at the following locations: 23/ 


apa 


Arenangel Kaybyshev Odessa 
Tritutsk Leningrad Tashkent 
Khabarovek Moacow Tushing 
Khimki (Moscow) Murmansk 


There way of course be other special services being conducted over the 
radio medium below 30,000 kilocyeles by the USSR of which we ae not aware, 
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b. Military 


The military forees depend upon the civil wire system 
amd long range radio facilities for most of theiz long distance circuits. 
Coad reliability and adequate security of such circuits are achieved 
hecause of the maintenance being performed by a semiemilitary group. known 
as Signal Troops and by virtue of the exclusive assignment of circuits 
for wilitary use. In some instances separate radio facilities are used 
for coded military traffic. As will be seen from the map, (Appendix M} 
coth clvil wire and radio fecilities are seogrephically readily available 
to the important military headquarters.* Communication from military 
headquarters to lecal subordinate units is usually accomplished by 
separate military open wire ines supplemented by short range military 
vadio facilities, From a military standpoint, the long distance telephone 
Lines must be supolemented by powerful long range radio facilities to 
provide against physical damage to the wire lines and failures during 
the rigorous winters, It is not known whether the Soviet Air Force has 
its own long range facilities. For navigation purooses 4a large number of 
low power radio direction finder installations are spread throughout the 
country for use by both civil and military sources. 


# Ais forca headquarters are net shown east of the Urals because 
of tha uncertainty of their locations, 
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2, Satellites (Includes Cormunist China, East Austria, and 
East, Germany) 


a. Comnunist China 
General 


It is axiomatic that a highly-developed rapid communi 
cations system in a country usually accompanies highly developed physical 
communications (railroad, airway, waterway, highway, etc.). But even if 
its physical communications are sparse and primitive, the exigencies of 
modern statehood are such that a well-developed rapid communications 
system is of vital importance. In China, neither of these tw media are 
highly developed in svitecf the fact that the country is second in size 
to the USSR, comprising over 3.7 million square miles, with a population 
second to none of about 480 million people, China's rapid communications 
system is principally concentrated in the larger cities of the eastern, 
northern, northeastern, and parts of the central and southern regions of 
the country, They thin out very rapidly toward the western portion. In 
the farther reaches of the northwestern, southwestern and western regions, 
rapid communications facilities are practically non-existent. The map in 
Appendix B gives an impressionistic picture of the general extent and 
local of its principal wire line and reported radio transmitting station 
locations and indicates the combined radio and wire line centers, The 
efficiency and speed of service varies considerably in different parts 
of the country. The present wire line and radio systems, never developed 
to meet or to stimulate public need, seem utterly inadequate to serve 
the overall needs of the country if it is to progress politically, 
socially, economically, and militarily. This seems particularly true if 
development is to take place at a rapid rate, since the role of rapid 
communications is to accelerate human activity and effectiveness, auf 


it follows from the lack of wire line facilities in 
the west and southwest areas that to serve these areas in the near future 
the use of radio will have to be the dominant means of telecommunications, 
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As in the case of the USSR, no clear-cut distinc- 
tion can be made as between civil and military rapid commynications 
facilities and services. In Communist countries, the entire rapid com. 
munications complex with but few exceptions is state owned, state operated, 
and state serving, The military departments can and do avail themselves 
of facilities and services available to other segments of the government. 
However, for sirategic reasons, the military enjoy certain "privileges" 
in providing, operating, and maintaining systems, networks, and facilities 
considered too strategically important to share with other users, Hence 
this section is divided into the civil and into the military aspects, 


(a) Basic System 


; The basic system (telephone, telegraph, and 
facsimile) serving the general-purpose needs of the country comprised 
about 600 thousand kilometers of wire in various forms, In 1950 some 
328 radio stations were believed to be operating in the Fixed Service 
for point-to-point communications, According to a 1949 estimate, however, 
over 673 cities and towns in China had radiotelegraph stations. It was 
estimeted that about 6.5 million interurban and international conversa 
tions were handled in 1951, In 1946 12.9 million domestic telegrams 
were processed (11,1 million personal or commercial and 1.8 million 
official or militar) and 1.) million international MONgacas , 

The acope of the communications network fa shaun en ses, 
appendix b, 
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fable 4 is a partial list of cities having 
relatively extensive wire and/or radio basic communications facilities. 
They seem to fall into the categories of main centers. While Shanghai 
stiil appears to be the principal center, there are indications that 
this distinction is being shifted to Peking, 25/ . 


Aiea atrvbcarmeihes a lsat asl AS a SC 


Shanghal Harbin Kuelyang 
Peking Mukden Hsien 
Canton Jairen Lanchou 
Nenking Hankow Urumchi 
Chungking Kunming 


China has 115 circuits to foreign countries; 
of these, he are wire circuits and 73 are radio circuits, Gateway cities 
for handling of international commumications are listed in Table 5, 26/ 


Table 5 


AONE RAR TS 


List of Gateway Cities for the Handling of Inturnstional Coucwiieass.one 
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Aihun Dairen Lhasa Shekki 
Amoy Foochow Lupin Swatow 
Antung Fuchin Nanking — Tsingtao 
panton Haikow Lungchon Tuluerh 
Chian Kashgar Panz-chiang Tungning 
Chtiechiien Kongmoon Peking Urumchi 
Chongsking Kunming Shanghai Yenchi 


Appendix C contains a list of the (International 
Telecommunications Circuits) international facilities operated from these 
gateway cities, Incluied are the points of communications, the method 
of communication, and the media employed, Included on page 1 of Appendix ¢ 
are some delailed statistics on these facilities. Nothing is known of 
Communist China's covert international facilities. 


The ¢ities shown in Tables and 5 form the 
structural foundation of the oasie domestic and international rapid 
communications system of Communist China, 


Besides the basic general-purpose rapid communi« 
cations systen described above are svecialised systems, networks , and 
facilities. “Some are thought to be exclusively radio, others perhaps 
exclusively wire, and still cthers involving both. They serve segnents 
of the government, industry, and the military. They probably maintain 
connections with the basic system, or can be so connected as necessary. 
Because they must depend upon the radio medium for rapid communications 
with and between mobile ufits, the aeronautical, maritime, and land mobile 
radio services loom large in strategic importance, both economically and 
militarily, 
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(b) Aeronautical Systems 


Thereis thought to be some 116 operational 
airfields within Communist China and these are probably available to 
the air transport organization. Practically all of these airfields 
have radio communications facilities and most of them are equipped 
with beacon navigational aids. These airfields for the most part are 
located in the eastern part of China both north and south. Because 
ox the proximity of one ficld to the ajacent ones the air-ground facil-~ 
ities might be used in a point-to-point chain of communications, 
Information is not available on existing airways, airways traffic 
control procedures nor on the communication procedures used by the air 
transports operating within Communist China. All of these operational 
airfields, both those controliga. and utilize? by the "civil" andmilitary 
authorities, are immediately available to the needs and demands of the 
Communist Air Force, 


Appendix F locates reported aeronautical 
radio stations providing communication and radionavigation service, 


{c) Maritime Services. 


The inadequacy of land transport in China 
has always placed dependence on the merchant marine for the movement 
of the goods of commerce from the centers of production to market. 
Passenger traffie by water is also thought to be extensive. China has 
had four divisions of water transport: Yiver, coastal, nearseas, and 
oceanic, 27: 


To support some of its shipping activity, 
China is believed to have operated in 1952 at least 23 coastal radio 
stations, 28 The map of Appendix F locates many of these stations, 
along with reported radio stations of the Communist China navy. 


It is believed that very little radio is 
used for inland marine operations. 


(d) The Lend Mobile Radio Services. 


Nething is known about the use of radio in 
Coummist China for the operation of trains, vehicles, or other land 
mobile units serving the various segnents of state interests, Undoutedly 
the Chinese army employs radio in connection with its administration aru 


{e) Meteorological Radio Systems. 


Littie is known about the rapid communications 
facilities associated with Communist China meteorological services. In 
19h9 there were 9 meteorological radio stations reported in operation, 
nainly in the high-frequency bands. During the same year there were 262 
meteorological observation staticns throughout the country. It is likely 
that some of these were operacing radio facilities for the collection 
and distribution of weather reports. 29/ 
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(f) The Broadcasting Systems. 


Like the USSR, Communist China operates two 
basic kinds of radio broadcast service for rapid collective commun 
cations. In magnitude the facilities employed do not however reach 
the proportions of those employed in the Soviet Union. Unlike any 
other Orbit country Communist China employs a somewhat novel technique 
for the distribution of news to the far-flung reaches of the country. 
This is known as the radio monitoring network, It comprises designated 
radio receiver reception points which record and disseminate specially 
dictated news broadcasts transmitted over the mass aural broadcasting 
systen. The two basic kinds of radio broadcast service-~ the mass 
aural and the press broadcast services-= will be treated separately. 


(i) The Mass Aural Broadcasting System. 

Communist China operates a mass aural 
broadcasting system of significant magnitude, Sut from the standpoint 
of the huge area to be served, the domestic transmission system appears 
inadequate to provide a thorough nation-wide service, It provides 
internal or home service and some external or international service. 
The basic motivation behind these two area services is generally the 
same as that for the USSR--propaganda and education. However, the- 
inadequacies of wire line and other radio facilities and newspaper 
distribution lay behind the development and use of mass aural broad- 
casting facilities for the dictation and distribution of "news". The 
mep in Appendix B symbolizes the locations of the transmitting facilities, 
Appendix E is a list of China cities from which these transmission 8 
emanate, along with the number of transmitters, and the frequencies and 
powers employed, Page three of Appendix E gives consolidated statistics 
on these facilities, They show that China employs 19 transmitters in 
60 cities. The transmission power employed ranges from 100 watts to 
50 kilowatts, Of these 119, none operate in the bands below 500 kilocycles, 
114 in the bands between 500 and 1600 kilocycles, and 35 above 1600 
kilocycles. Some of these transmitters may operate as part-time jammers. 


30/ 32/ , 


The transmission system is centrally organized 
into a nationwide network with Peking as the main, central station. 
Regional and local stations retransmit in part Peking transmissions, and 
in part originate their own programs. Shanghai is the only Chinese city 
with vrivate stations. It is reported that there are 15 such stations 
still in operation in that city. However, program content is controlled 
all along the line. 32/ 


Wire line facilities play a part in the oper~ 
ation of this system. It is not known to what extent wire lines are 
used to distribute programs from one studio city to another, Some of 
the relaying, however, may possibly take place at times over wire lines. 
To serve the reception system, nevertheless, much wire is employed, Wire~ 
diffusion networks use the wire medium to distribute programs received by 
radio or wire to loudspeakers lecated at street comners, large shops, 
recreational areas, factories, mines, business houses, etc. The extent 
of this system is not known at this time. 33/ 


Even more so than in the case of the Soviet 
Union, the Communist China mass aural broadcasting facilities in their 
totality~-radio and wire components~-hold important implications for 
any electromagnetic warfare considerations, By Western standards the 
sum total rapid communications resources of Communist China are inade~ 
quate and incapable of contributing to the fullest to any rapid and 
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steep acceleration of the development of the national power of the 
country. They are available for civil defense warning notices, as 
many radio receivers and loudspeakers are located where proups of 
persons congrepate. They are available for at least one way message 
communication to specifically addressed groups or individuals. The 
press dictation service is an example of this, They are available, 
though perhaps orimitively and laboriously, as a partial alternative 
to and a full extension of the use of meager radio and wire systems 
for essential and emergency communications. 


The Communist China international broad~ 
casting service is inconsiderable. As of 1 February 1953 this serviee 
was conducted from reking, North Shensi, Kunming, and Foochow. The 
broadcasts are directed principally to Indonesia, Indochina, Burma, 
Thailand, “overseas Chinese", Formosa, and Japan. Radio frequencies 
in the medium and hiphefrequency bands are employed. 3h, / Appendix G 
lists these facilities along with data on the frequencies employed, 
the lanpuares used, and the areas intended to be served. At present 
there is no low-frequency broadcasting service in China and there is 
no knowledge of anv plans to exploit that portion of the radio spec~ 
trum for broadcasting. 35/ 


(ii) The Press Broadcast Service 

Commnist China onerates a radio press 
‘broadcast service from Peking only. These broadcasts take place in 
English Morse and Chinese numeral code, They are directed to southeast 
Asia, Europe, and North America, and others are for "overseas Chinese 
organizations, forelen newspapers, and telepraphic new services." One 
group of scheduled broadcasts are addressed to "authorized recintents" 
without any indication of their location. Appendix H sives details on 
this service, including the transmitters, frequencies emoloyed, and 
the schedules. 


In the event of strategic or emergency 
needs these facilities and services themselves could be divorted 
to command and other communication channels. 


Domestic news is not broadcast by this 
svecialized service, being handled by the mass sural broadcasting 
system previously mentioned. 


(2) The Amateur System. 


The amateur radio service in present-day 
Cormunist China is almost non-existent. The 19],9+1950 edition of the 
"Radio Amateur Gall 300k Magazine" lists a total. of 210 amateur radio 
transmitters in Communist Ch na and an additional three listed in 
Tibet. However, late in 1919, the Communist Party in Peking issued 
orders suspending all amateur radio activity until such time as rerula~ 
tions governing “ham operators" were out out. As of June 1950, no such 
repulation had ceen issued. Between 1946 and Late 1952 only 11 Commu- 
nist China radio amateurs had contacted US amateurs. 36/ Aopendix I 
lists by country the number cf Orbit amateurs contacted by US amateurs. 


{h) Special Service Stations 


Data on Communist China special service stations 
are fragmentary. in 19h9, there were four radio stations broadcasting 
radio time sienals. No information is available on transmission of 
medical advice and frequency standards, nor on the operation of experi- 
mental radio stations. It is orobable, however, that activities are 
conducted in all of these services on frequencies below 30,000 kilocycles 
as well as other services of which we are not aware. 37/ 
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(2) Military Facilities 
(i) Wire Commmnications 


All wire lines in Communist China may be regarded 
as in current use by the military and are known to comect all major 
headquarters. The traffic handling capabilities of the majority of 
Lines atzs<tremely low. This low capacity combined with erratic relia~ 
bility, make long distance communication by wire difficult under vresent 
conditions. , 


The loss of sup lemental radio circuits would cause 
an almost comlete breakdown of all but the mest urgent traffic and even 
this would be subject to frequen. serious delays. 


To further strengthen the existing facilities, 
decimeter radio relay equipment is being imported into China, but the 
known existence of any chain of radio-relay stations is yet to be 
established. 


# See Map Appendix "i" 
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b. Other Orbit Countries (European) 
General 


From several standpoints the rapid communications facilities 
of these satellites may be considered as an extension of the Soviet 
facilities to the west, with of course the exception of isolated Albania. 
‘The direct hand of the Kramlin reaches out over this area to exercise 
its domination and control, These satellites {omitting Albania) all 
have one or more borders with other satellites or with the Soviet Union. 
they are all relatively small in size and the extreme internal distances 
to be covered are small relative to the USSR and Communist China. To- 
gether they comprise over 393 thousand square miles (Albania an additional 
10.6 thousand). Czechoslovakia, Hast Austria, East Germany, and Hungary 
are reasonably industrialized, Poland and Rumania less so, and Albania 
and Bulgaria hardly at all. Albania is of little consequence as a rapid 
communications country. Physical transport development is generally 
consonant with the state of industrialization. With the exception of 
Albania they are all provided with wire line facilities to about the 
same extent as or better than the European portion of the USSR. Coaxial 
and micro-wave radio svstems are employed in several countries. Except 
for ALbania they may intercommunicate with each cther and with the USSR 
over wire line facilities without the necessity of crossing through non= 
Ordit countries where control of the facilities would be in other hands. 
the use of the radio medium for internal or intra-Orbit basic and other 
point-to-point communications does not appear as. necessary as it does 
in large areas of the USSR and Communist China. - Though the systematiza- 
tion standards as between the Orbit countries and as between them and 
the USSR and China may vary, they can and probably are being made 
compatible where necessary. From all this it may be said that the need 
to exploit the radio resource is less dire than in the Soviet Union 
and Communist China, sSecause of the skip effects of the higher order 
frequencies velow 30,000 kilocycles, such exploitation as takes place 
would tend to involve mainly the lower order frequencies, except of 
course for certain wobile, long-distance, intra-Orbit end other inter- 
national communications. Vis-a-vis Western Europe, the European Orbit 
countries present a rather forinidable structure of wire lines, as can 
be seen from Appendix B. Viewed from the Kremlin, this. presentation 
is strategically important. 


(1) Civil 
(a) Basic System 


The basic system (telephone, telegravh, telephoto) 
serving the general-purpose needs of these satellites is estimated to 
comprise of over 20 willion kilometers of wires in various forms. As 
of 1951, they were alledgedly operating over 100 radio stations in the 
Fixed Service (including Aeronautical Fixed Service), Some of these, 
however, may not operate into the basic system, It is estimated that 
the system handled over 1h4 million interurban and international tele= 
phone conversations and over 5] million domestic, international, and 
transit telegrams in 1951. 38/ 


Appendix 8B is an impressionistic composite eraphical 
presentation of all reported, and partly unconfirmed principal wire 
facilities and overall radio stations in these European satellite countries, 
Probably all of the wire line facilities ard only a portion of the radio 
facilities shown are direct components of the basic system. Many of 
these stations operate in other services to be described later, 


SETAE HERR SERENE CRIP Tne SIE ENR Tett iNESALR  m N  RNO 


* &xeluding wire lines devoted to wire-diffusion broadcasting, 
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Table 6 infra is a partial list of cities 
having extensive wire and/or radio basic communications facilities . 
Generally the capital of the country is the principal center, but 
more or less duplicate centers may have been provided against the 
possibility that the seat of government might have to be relocated 
for emergency of war reasons. ‘ 


Table 6 
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Albania pulgaria Czechoslovakia East Austria 
Durres ‘orna-Orvakhovitsa Sratislava Ling 

félbasan Ploudiv 3rno Vienna a/ 
Shkoder Sofia af Olomouc _ 

Tirane a/ Stara-Zagora Prague a/ 

Vione Turnova Zilina 

Hast Germany Hungary Poland Rumania 
Berlin a/ Budapest a/ Breslau 

Dresden Debrecen Danzig ducharest a/ 
Leipzig Gyor Pognan Ciui 
adzgeburg - diskole | Torun Constanta 
Stralsund Szombathel Warsaw af Oradea 

a / Capital 


Gateway cities for the handling of "open" inter- 
national commmications aré listed in Table 7. 39/ * 


‘table 7 
Albania Bulgaria Czechoslovakia Rast Austria 
Tirana Sofia Bratislava Vienna 
Vione Brno 
Nachod 
Ostrava 
Prague 
Hast Germany Hungary Poland Rumania 
Serlin Budapest Wroclaw Bucharest 
Leingig Matezalka Clessysn Cluj 
Lindau Szeged Gaynia Constanta 
oz0Lnok Katowice ; Oradea 
Krakow Satu Mare 
LYOV Timisoara 
Waldenburg 
in Schlesien 
Warsaw 
nd *"open't ds defined ag cities having through cirouits for commercial 
; WEBE« . 
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Appendix C contains a list of the open (Inter- 
national Telecommunications Circuits) international facilities operated 
from these gateway cities. Included are the points of communication, 
the method of communication, and the media employed. Where the use of 
the radio medium is indicated, the spectrum below 30,000 kilocycles is 
for the most part employed. Included on page 1 of Appendix C are sone 
detailed statistics on these facilities for the whole Orbit by country. 


The cities listed in Tables 6 and 7 together with 
such other strategic emergency or war centers as may exist,form the 
foundation base of the European Satellite rapid communications structure 
for the basic domestic and international rapid communications system. 


While not properly considered as a part of the basic 
system, certain additional "covert" strategically important international 
redio facilities probably exist. A partial list of these for the whole 

Orbit is given in Appendix D. These are thought to be stra*<yic and 
emergency communications channels provided by radio stations installed 
in Orbit embassies or legations in foreign countries around the world, 
They are probably intended to communicate with Moscow and/or their home 
capitals. To safeguard these channels for vital use, it is likely that 
they are at present seldom used, if at all. 


Besides the basic general-purpose rapid communi-+ 
cations system described above are specialized svstems, networks, and 
facilities, Some of these are thought to be exclusively radio, others 
wire, and some comprised of both media, ‘Some may be nationwide in 
scope, others limited to area operations, They serve segments of the 
government, industry, and the military, They probably maintain connections 
with the basic system, or can be so connected as necessary. 


There is sufficient evidence to assume that direct 
telephone circuits have been provided between ifoscow and the hierarchy 
headquarters in each satellite country for high-level, priority service. 


Because the Suropean satellites must depend upon 
the radio medium for rapid communications and in some cases navigational 
aids, first to be described will be the aeronautical, maritime, and land 
mobile radio services. 


V 


(0) Aeronautical Systems. 


In the European Orbit countries, air transport 
does not necessarily enjoy the same pre-eminence as it might in Siberia 
or China, but they enjoy a greater density of railroad, and waterway 
transport than does Siberia or China. As for rapid communications they- 
are netted with wire line and radio facilities, so that air transport 
need not function as a primary carrier of rapid communications, There 
has been no indigenous civil air enterprise in Albania, nor does Albania 
posses an air force, The limited aviation developments there are entirely 
regional in scope, reflecting Soviet intentions rather than Albanian 
efforts to create an air communications system. Lo All cf the others 
operate "civil", parasnilitary, and/or military aircraft on their own 
account oF on behalf of or for the Soviet Union. 42 /42/ 43/ hb / 45/ 


The Soviet civil air bloe in Europe, serving 
as an air barricade for the western boundary of the USSR, includes the 
Coninform states of iqmania, DSulgaria, Hungary, Poland, and Czechoslovakia, 
as well as Albania. The Soviet bloc states in Europe fall into two cate- 
gories of Soviet domination. Rumania, Bulgaria, and Hungary comprise 
states whose civil aviation efforts are under direct Soviet control. 
Poland and Czechoslovekia, which are ex=Republican states, have less 
direct Soviet control cover their national civil air effort.46 / 
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The mad in Appendix F locates reported 
aeronautical radio communication and radionavigation stations in the 
Ruropean Orbit countries. It is estimated that there are over 100 
radio stations in these countries. serving air transport. Because of 
the existence cf a comprehensive network of wire line facilities, it 
ig probable that that medium is used extensively in serving alr trans- 
port in one way or another. 

* 


(c) Maritime Services 


All cf the European Orbit countries utilize 
water transport for either inland or ocean service or both. Becanse 
they have direct or indirect access to the oceans, Albania, Bulgaria, 
Rast 3ernany, Poland, and Rumania are the most important satellites. 
For this same reason they all have some semblance of a navy. Ready 
information is not available on the water transport of Albania. 
Bulgaria's merchant fleet comprises only a few vessels of 1,000 gross 
tons and above. 47 / The Danube River is the country's only artery of 
j{nland water transport, over which a considerable amount of foreign 


trade and some of its domestic trade flows. 49/ East Germany has no 


ocean-going merchant fleet and in consequence must depend upon vegesels 
of the USSR, thes stllites, and other flags for the movement of her 
eesan commerce. Her fishing fleet is estimated to consist of 200 
vessels. She also operates river vessels. / As of 1 February 1951, 
Poland had a merchant fleet of 58 vessels of 1,000 gross tons and over. 
In normal tradin: its merchant marine operates on a worldewide scale, 
offering soth liner and tramp service. Small maritime nations such as 
Poland and other satellites of the USSR place a greai deal more emphasis 
on their smaller vessels than do larger maritime countries. Poland 
operates an estimated 30 smaller vessels of tonnages between 100 and 
1000 gross tons. 50/ Rumania operates only seven vessels in its sea- 
going fleet, but its Danube river fleet is composed of a conparatively 
large number of smaller vessels that make a vital contribution to the 
nation's shipping. 53 / 


The map in Appendix F locates some of the 
reported coastal and river radio stations employed for maritime commun = 
cations with vessels equipped with radio in these satellites. It is 
estimated that some 35 or LO full-fledged coastal stations are available 
in these satellites for communications with nearby and distant vessels. 
Many more than this number probably give service to river, harbor, and 
fishing craft. 57 Data on the available radionavigation aids have not 
been collated, ma the map in Appendix F locates some of these stations, 


(a) Land tliobile tadio Systems 


Collated data on land mobile radio systeus in 
the EKuropean Orbit countries are not available. “hile there seems to he 
a general practice to use radio in connection with wire lines for the 
operation of railroads, it is probable that the amy is the greatest user 
of these systems. Segments of the government and of industry aiso 
probably employ land mobile radio with various ‘inds of land vehicles. 
Bulgaria seems tc be one of the princip users of radio for railroad 


2 


operations for both point-to-point and fixed station-to-station purposes. i 


He tn ERR meat 


Raw material has not been collated on these 
systems for the suropean Orbit countries. The presence of extensive 
wire line facilities in this area tends to remove most of the depend- 
ense upon radio for the collection and distribution of meteorological 
data, However, radio is used to broadcast weather reports for general 
and for specific consumption. 
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All the European orbit countries maintain 
extensive nets of weather observation stations which revort information 
regularly by some form of rapid communication, either radio or wire line, 
The extent of the use of radio for either radiosonde or communications 
vy this service is not known. Table 8 intra, shows the number of weather 
observation reporting stations in each country and the number of these 
stations believed to use radio facilities for communication of their 
observations. 


Table 8 


Number of Weather Observation Reporting Stations and Number 
or Such Stations Employing Radio Communication Facilities 


eae AER cr mapas 


Number of Number of Weather Obser- 
Country Weather Observation vation Reporting Stations 
Reporting Stations af Using Radio Communications 
Ee tN ta ree = Facilities 
Albania ooh If any, n.&. 
Austria (all zones) 67 none 
Bulgaria 3h 5o/ 
Gzechoslovakia 28 Tf any, M-a. 
Gemany (all zones) 21h : If any, neds 
Hungary h8 6&¢ 
Poland 61 c6d / 
Rumania 83 e/ 


a / “Hadio Weather Aids," Volume IT (H. 0, 206), U.S. Navy Hydrographic 


(2) The Broadcasting Systems. 
General 


Like the Soviet Union and China, all of the 
furopean satellites employ radio for mass aural broadcasting, and some 
ef them employ radio in their press broadcast service, The purposes of 
these services are generally the same as those of the USSR and China. 
In addition to the latier type of specialized and limited service, 
involving more specific addressees, some of these countries probably 
conduct other services for more strategic purposes of the state, such 
as broadcast intercept service for merchant and naval vessels and for 
outposts and advance bases. 


(i) The Mass Aural Broadcasting System. 


All of the European Orbit countries 
operate mass aural broadcasting systems. The basic motivation behind 
the operation of these systems is the same as that for the USSR and 
China-= Communist indoctrination and agitation. they all give domestic 
service and international service, Because of the transmitting powers 
employed and relatively small size of these coimtries, many of the 
domestic transmissions probably can be heard well beyond their borders. 
The map in Appendix 8 symbolizes the locations of these transmitting 
facilities. Appendix E is a list of the Oroit countries from which 
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these transmissions originate, along with the number of transmitters 
and the frequencies and powers employed. Page three of Appendix E 
gives consolidated statistics on these facilities, which show that 
these countries employ some 105 transmitters in some 59 cities. ‘The 
transmission power employed ranges from 100 watts to lO kilowatts. 
Of these ) operate in the bands below 500 kilocycles, 7 in the bands 
between 500 and 1600 kilocycles, and 27 above 1600 kilocycles. Some 
of the transmitters employed in this service may operate-as part-time 


jammers. gf 55/ 


Certain programs from stavions in the 
Soviet Orbit are rebroadcast by stations in other Orbit countries. 
This is particularly true of Moscow programs. Some of this rebroad- 
casting is done by wire and some by radio link, and is generally true 
of domestic programs as well. detailed source material is available 
showing the extent to which this is done. 56/ This grstematization 
gives Moscow a "commard" channel lown the echelon to localized recep- 
tion points in the Orbit ccuntries. Calculations of the total number 
of domestic program radio medium transmission hours per day may be made 
from source. 5 /, along with the languages and frequencies employed. 


The wire line plays a strategic as well 
as a political and economic role in the Puropean Orbit countries mase 
aural broadcasting system as it does in the USSR and China, Wire 
lines are enployed to relay transmissions from one studio to another 
in the same country and from a studio in one country to a city in 
another country. The principal use of wire lines is for the distri- 
bution of radio broadcast programs to loudspeakers, rather than to 
individual radio receivers which obviously depend upon the radie medium, 
For the most part these wire lines seem to be independent and separate 
Exp ube wire lines used for telephony and telegraphy, though in #ast 

Germany and pernaos in other satellites normal telephone and telesraph 
‘lines are sometimes employed to provide both services. By connecting 
wire lines to the transmitting studio, loudspeakers in the immediate 
surrounding area are served. The wire link is also employed to transmit 
programs to more distant wire-diffusicon exchanges. Other remote areas 
are served by wire~-diffusion exchanges which pick up more distant. 
programs by radio, amplify them, and distribute these signals to wired 
loudspeakers. These arrangements are similar to those used in the 
Soviet Union and it seems clear that the Soviet hierarchy is pushing 
this development in the Orbit countries. Appendiz J is a tabulation 
by Orbit country of the extent of this wire-diffusion system in relation 
to the use of the normal radio receivers. 


As in the case of the USSR this wire 
mesh has important implications for the question of electromagnetic 
warfare, though perhaps not to the same extent. Since the European 
Orbit countries enjoy better coverage of telegraph and telephone wire 
lines, the importance of wire-dirfrusion lines does not loom as large 
as it does in those areas of the USSR where wire Lines are inadecuatea 
or non-existent, Nevertheless they are available for civil defense 
purposes, for one-way individual or group communication, and as 4 
supplement of or an extension to the basic system for essential conmuni- 
cations, 


: The Ruropean Orbit international broad~ 
casting service is considerable, Appendix G is a tabulated list of 
international aural radiobroadcasting services of ali the Orbit countries. 
Tneluded in the Appendix is a recapitulation of the number of cities 
involved, the frequencies and languages employed, the program schedules, 
and the areas intended to be served. 
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Development in television and the use 
of frequericies above 30,000 kilocyeles for mass aural broadcasting 
appear to be underway in several European Orbit countries, at least 
experimentally. This is true of at least Bast Germany, Czechoslovakia, 
and Poland. But these developments have not reached the stage where 
they compete with or replace the basic broadcasting system operating 
on frequencies below 30,000 kilocycles, 


(ii) With the exception of Hast Austria all 
the European Oroit countries conduct press broadcast services, Details 
on these services are shown in Appendix H, “hey are usually beamed to 
the areas intended to be served. fSussian, French, English, and Polish 
Morse; and hussian, German, English, French, and Rumanian Hellschreiber 
are used, Since these are established services, they could be diverted 
to the handling of strategic individual or collective canmunicat ions, 
at least on a one-way basis, in emersency or war situations. 


(g) The Amateur Radic System 

Freedom of radio speech by the Orbit radio 
amateur appears to have been curtailed and restrictions of various 
kinds have been imposed. They seem to vary from country to country, 
and range from conditions under which anateur radio transmitters may 
be operated to the radio bands to be employed, the countries with 
which they may communicate, whal may not be communicated, and political. 
party affiliation, Available data has not been collated on this 
subject. The number of existing enatevr radio transmitting stations 
or transmitters is not known, but the number is thought to be in the 
. tens of thousends in the European Orbit. As a training mechanism for 
young men and women for later employment in electronics and comnuni- 
cations, the radio amateur activity could serve as a source pool of 
trained or partly-trained technicians. Appendix I shows the number 
of Orbit country radio amateurs contacted oy US amateurs between 1916 
and 1952, 


(h) Special Service Stations 


Dats hawe not been collated on the existence 
and operation of special service radio transmitting stations in the 
European Orbit countries, It is safe to assume that a number of ex- 
perimental, frequency standard, time signal, and other special stations 
use the radio spectrum below 30,000 kilocycles for transmissions. 


(2) Military 
Wire Communications ~ East Germany 
' Because of the number of Soviet Military Installations 


in East Germany, separate wire communications have been installed for 
exclusive Soviet use, 


‘ _ Im addition to the Soviet Military Net, firm control 
is maintained over the civil wire net which is modern and extensive. 
All major military headquarters are adequately connected by wire. * 


Hast Germany would be, of all the Satellites, the 
least affected by the loss of radio below 30 Mec, 


Ws 4 + SP cae 
Wire Communications - Hungary 


The Hungarian Army normally uses civil circuits for 
its peacetime requirements and it is adequate, In isolated areas, the 
Army operates. its own circuits, but these are considered to be for 
short band local requirements, 


% See map Appendix M i a 
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In the event of immediate loss of radio facilities 
the East-West circuits could absorb the additional traffic; it is 
felt that North-South traffic in the Western half of the country 
would be hard pressed. An analysis of the rail network in Western 
Hungary indicates that the railway telecommunication facilities can 
absorb a fair amount of emergency traffic. 


Construction of new facilities in Hungary is 
being undertaken with major consideration being given to future 
military potential. 


Wire Communications- Czechoslovakia 


Military forces in Czechoslovakia do not maintain 
a wire communication net phsically separated from the civil system. 


With but one exception, major military headquarters 
are located on line routes served by modern underground cable. Open 
wire lines which radiave from all major centers make it possible to 
route traffic around seetions of underground cable in case of cable 
failure. 


Since 91 percent of all Czech communities tie into 
the telechone net, Czechoslovakia wuld not be any more than incori- 
venienced by the loss of radio facilities. 


Wire Comifunications ~ Poland 


The Soviet Union has built an extensive openewire 
network which is separate from the Polish civil network and is presently 
expanding it. It is considered that this net is exclusively a military 
net with the exception that high priority Soviet administrative traffic 
may be handled, 


in addition to the separate military network, the 
civil network is adequate to supsert rear echelon traffie between the 
major headquarters. 


Other considerations which reduce dependency on 
radio below 30 Mc, are the existence of a separate railway wire conmuni- 
cations net, the possibility that the wire broadcast net may be separate 
and an undetermined amount of decimeter equipment. 


Wire Communications = Kumania 


There is no wire network maintained by the “umanian 
Army which is physically separate from the civil system. 


. The Rumanian Army has civil. cirecvits which are 
permanently assigned for its use. the major military headquarters are 
all located at major communications centers of the civil wire networks 
and would have no difficulty maintaining emergency traffic in the event 
of loss of long haul radio circuits. 


Wire Communications - Bulgaria 


Existing wire facilities will logistically support 
the present lecations of major military headquarters. If adverse 
conditions forced major headquarters to relocate toward the Southern 
and Eastern borders it is doubtful if existing wira facilities could 


absorb the traffic. 
( 


There ta no sensgrate militery wire network. 

wire Comimunicabions ~ Albania 

The armed corces of Albania havea separate wire sul 
which adequately covers the country, and is effective for internal 
security. 


Approved For Release 2004/40¢B9 : CIA-RDP92B01090R000300020038-2 


3 heGa Rabe T 


Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 


There is no international wire line which connects 
to the rest of the Soviet Bloc, and loss of radio circuits would 
isolate Albania from the rest of the Orbit. 


Wire Communications «- Austria 


There is no separate wire network in Austria built 
exclusively for military use. 


The Eastern Zone of Austria has a considerable 
network of well integrated underground cable wnich inter-connects 212 
main communications centers. 


The distances between present major headquarters 
are not too great to preclude the effective use of microwave lines. 


Naval Systems 


Almost nothing is known about current satellite instry- 
mentation. The greatest reliance appears to be upon Soviet equipment, 
but in Europe some equipment from the Satellites themseives, former 
German equipment, and scattered West European equipment has been reported. 
‘In China, U.S. Chinese, World War II Japanese, and Soviet communications 
equipment are all expected to be used, although nothing is known 
concerning current shipbeard communications installations. Satellite 
naval communications are expected to parallel usage of the Soviets, but 
equipment will be more divorse and probably of lewer quality. 


A lively interest in the very low frequencies for shore 
stations to be used in naval service is evident. 
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3. Facilities Used in Jamming 
General 


Jamming is a disservice, the deliberate interference 
to or obstruction of a channel of radiocommunication, particularly 
when the jamming transmissions themselves are conveying no intelli- 
gence per seo It is an infringement of the spirit if not the letter 
of the International Radio Regulations, to which the USSR officially 
is a party. While jamming is therefore not a recognized service, it 
is appropriate to consider it a sort of negative service. In economic 
affect, it is an attempt to deny the use of a common, world, economic 
resource to others. There are indications that transmitters used as 
jammers are also used in one or more of the systems previously described 
in this paper. 58/ This is consistent with the early statement in this 
report that any radio transmitter must necessarily be considered as a 
potential jammer. 


a, kmployment of Jamming Transmitters. 


There are two general methods of selecting sites for 
jamming transmitters operating in the high frecuency range. The first 
method is to locate the jammer as near as possible to the va 
mitter; this method has thé advantagea that the jamming signal tends 
to cover the same audience area as the target signal and that very few 
jamming transmitters are required having powers equivalent tothe target 
Signal, The second method is to locate the jamming transmitter as close 
to the receiving audience as possible. This method has the advantage of 
requiring lower power transmitters when the audience area is small, but 
the disadvantage of requiring a large number of transmitters when the- 
audience area is large. 


“be Quantity of Jamming Equipment. 


Kstimates of the number of transmitters employed by 
the Soviet Orbit in the jamming operation range from 250 to 1500 with 
a reasonable average figure given as about 880 transmitters. They are 
pelieved to be located at various places in the Seviet Union but none 
are specifically identified with the central and northern regions of 
Siberia, Uthers are located in several of the Orbit countries, The 
power of these transmitters varies widely but statedly up to 100 kilo- 
watts and more in some cases. The jamming signals have been heard in all 
portions of the radio spectrum usually used for broadeast activities, 
Signals have been heard as low as 230 kilocycles and through the spectrum 
from 300 up to 21,700 kilocycles, Jamming is generally directed against. 
foreign programs employing any of the languages used by the various popu- 
lation groups within the Iron Curtain at any time during the 2l-hour day. 
Concerted jamming control apparently requires rapid communications facili- 
ties, These are thought to include radio below 30,000 kilocycles, microe | 
wave radio, telephone lines, special wire line networks, and ordinary mail. 
Current. jamming levels are believed not to interfere appreciably with 
Orbit legitimate radio services. 59/ 


Several important features of the jamming facilities 
can be derived from the analysis of the effectiveness of the jamming 
activity. There is no question that a substantial number of the jamming 
transmitters have transmitting powers in excess of 10 kilowatts, This 
fact indicates the use of the first general method of employment pre- 
viously mentioned, involving the selection of sites at some distance from 
the target audience. This method requires fewer transmitters and could 
therefore be achieved by diverting transmitters for limited periods from 
their normal long range service. In connection with the probability of 
diversion it is to be noted that large scale jamming effort is currently 
applied only four half-hour periods each day, 
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and that the loss of radio service will not be felt in certain 
time zones because of the time of day. The total number of high 
power, short wave radio stations in regular service is estimated 
to be more than 300 since the International Telecommumications 
Union has received Soviet notifications on more than OO call 
letters for powers of 15 kilowatts or higher in the frequency 
ey range from 6 to 13 megacycles. If 200 transmitters were diverted 
to be applied as jammers to 80 simultaneous Russian-language trans- 
missions only 0 additional special jamming installations or reserve 
transmitters would be needed to produce 3 jamming signals per program 
carrier. 


In addition to the high power long, range jamming 
transmitters, approximately 00 to 600 low power high frequency 
transmitters are probably required for small individual areas not 
lying within the transmission coverage of the high power stations. 
This group of low power transmitters is not large when compared to 
an estimated total of 10,000 transmitter equipments available at 
the 2,300 reported transmitter sites. 


c. Locations of Jamming Transmitters 


The high power jamming transmitters are Located 
chiefly in the major communication centers which are clearly ifenti- 
fied on the map, Appendix B. Locations of the low power jammers in 
the USSR are not definitely known but the majority are believed to . 
be in the sparsely settled areas. 


Table 9 


Presumed Locatian of Jamming Transmitters in the 
European Orbit 


Albania — Bulgaria Czechoslovakia 
Shkodar Gorna Malina Bikulov 
(near Sofia) Strasnice 
Pisen 
Prague 
East Germany Hungary . Rumania 
Berlin Budapest Bucharest 
Koenigswusterhnausen Kamaracrdo Casla 
Harz Mountains Matyasfold Stalin 
Leipzig Szekesfhervar Tulcea 
Szolnok 


There are indications that at least scae trans- 
mitters used'as jammers are also employed in other more Legitimate 
services, such as mass aural broadcasting, The jamming system is 
something of a system because the jamming service appears to be 
organized for coordinative effort between numerous transmitters 
located at widely scattered places. 


~ ee ee 
25X1 [| _ jamming transmitter locations in Peking, Tientsin, vhangnai, 
oO 


henyang, and all large cities in North China, It is not known wheter 
these transmitters are used exclusively for jamming or whether thes are 
also used in other services, or held in strategic reserve when not ised. 
as jammers. Particulars on the systematizatioa of the jamming furction 
are not available. 
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B. The Orbit Communications Equipment, Resources 
lo Zpeduetion 


a, Rleetronics Industry 
USSR 


The Soviet electronics industry is a growing 
industry comprising an estimated 120 to 150 planta {excluding 
battery plants and plants producing light bulbs or parts and. 
gomponents with non-electronic applications.) Of this number, 

200 to 130 plants are engaged in the assembly cf end-products and 
major sub-assemblies. The balance produce tubes, other components 
and parte. 


Seventy to ninety of the 105 to 130 electronic 
eagembly plante are believed to be producing primarily military 
articles, while 40 to 60 are manufacturing articles primarily for 
the civilian economy and the communications network. 


The complex administrative organization of the 
Soviet electronics industry since Stalin's death has been aubordi- 
nated to the newly created Ministry of Electric Power Stations and 
Electrical Energy. This is similar to the organiaation that existed 
before 1948 when the “t~istry for Communications Equipment Industry 
was organized. The itinistry of Slactric Power Stations «nd Electrical 
Energy now includes the former Minictry of Lleetric rower Stations, 
the [Hnieury of Electrics? Industyy and the Ministry of Communications 
Eauipnent Industry. The Ministry of Commmications appsrently remins 
without change. 


The geographical distribution of the value of 
catput of the electronics industry in 1951 is given in the following © 
tables 


Geographical Distribution of Value 
of Output of the Electronics Industry - USSR 


AeA AM ENC RR A  e BHN Me SAAN Be RNA EMMONS BA DA Hoceedad 


ace ech |e ACMA OPES ID KEY 


Percentage of Total Value 


Economie Region "  —pvemeieanl vee QIN eee 
Ta 23 
tb 0 
iia smal) 
ITb ; Cc 
LIT. & 
iv small 
Y 2 
VI 5 
Vit 35 
VUIT 7 
TK 16 
Ke 6) 
Xb 5 
XL small 
oa ¢) 
100 


hr 9 rebel nee tea ANCONA EASA DT AK SAN RR ATA TE AT NL A Me PAO EE OT! ONS BEE RE STENT TED 


As can be seen from the table, the electronics indus- 
tay in the USSR is rather heavily concentrated in Region Ia which 
includes Leningrad, Region VII which includes Moscow, and to a lessex 
wXheant Gesion IX vhieh includes Novosibirsk and Region Xb urieh ta aes 
Toshkert. (For area ineiuded In economic regions, see map in Appendix il) 
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It has been possible to estimate the capabilities 
of the Soviet Bloc tube Industry as $82 million for 1952. This may be 
extended to provide an estimate for the overall electronics industry 
of $750 million in 1952, Of this capability USSR contributes 80%, or 
$600 million, This is about 10% of the U.S. electronics output, which 
is $8 billion (jl billion is radio and television). 


East Germany 


The largest concentration of electronics plants 
in East Germany is around Berlin. However, important electronics 
facilities or their suppliers are situated in several other cities of 
East Germany, such as Radburg, Treptéw, Erfurt and Arnstadt. East 
Germany is the largest satellite manufacturer of electronic and tele~ 
communication equipment with about 70 plants. 6% Diversifieation of 
the industry is indicated by the fact that the value of estimated 1951 
and 1952 production is composed of the following elements: Radio 
equipment —- 37%, telephone equipment — 33%, wire and eable ~~ 19%, 
and tubes -- 11%. It should be noted that, at the present, the USSR 
apparently has a »colicy of 1) trying to lessen its dependence on the 
German electronic industry and 2) failing to suonly the German electronic 
industry with raw materials in the amount needed for capacity production. 


Hongary 


In Hungary the electronics industry is centered 
in Budapest and Ujpest. There are approximately 25 plants manufactur 
ing electronic and telecommmication equipment in Hungary. 


Hungerian electronic preduction is being given 

assistance by the USSR. 1952 tube canacity will be greater than 
peak war production. The subsidiary companies of the many large German 
end English firms have been nationalized and are in full vroduction. | 
Wire and cable and telephone equipment production accounts for over 55% 
of the total electronic production. The greatest part of the electronic 
production is earmarked for the USSR. It is assumed that at least 75% 
of production is for military purposes. The industry is employed as 
follows: Tubes —- 12%, radio —- 13%, telephone and telegrpah ~- 30%, 
wire and cable -» 24%, and radar industriel electronic equipment — 20%. 


Czechoslovakia 


Prague is the most important center of electronics 
groduction in Czechoslovakia; the headquarters of Tesla, the organiza- 
tions which administers all electronics plants, is located in that city. 
There are also important plants in other cities, such as Vrenlebi, 
Pexdubice and Roxnovy pod Radhostem. There is no appreciable geograph- 
ieal concentration other than around Prague. There are approximately 
40 plants manufacturing electronic and telecommunication equipment in 
Gzechoslovalkia.62/ 


The Czechoslovakian electronic industry is believed 
to be expanding at a rate of approximately OZ ver year at the present. 
Diversification of the industry is indicated by the fact that the value 
of estimated 1951 and 1982 production is composed of the following 
elements: Wire and cable ~- 474, radio «—. 31%, tubes -. 12%, and tele- 
ghone equipment ~- 10%. 


aC OLESEN 


The official Dutch-Polish Trade Agreements has come 
to a stand-still owing to Polish failure to fulfill committments for 
the delivery of coal and has been partly replaced by private arrangewenia. 
The Philips works in Poland, how nationalized, have been hard hit by 
the failure of this agreement as Philips, Eindhoven, was obliged to with- 
held essentiel supplies of materials and components for lamps and tubes 
which, together with technical assistance, was orovided.for in this trade 
agreement made more than two years 2a70.63/ 


The lish electronic industry was never large enough 
to compete with the larger European countries, and 67% of this was dea~ 
troyed during the war. In 1951 only two state owned factories were meking 
radic sets. Percentages are given for electionic poduction: Tube. .— 26, 
radio ~- 14%, wire and cable ~» 80%, and telephone and telegraph = 4%, 
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East, Austria 


The percentage of the production of the Soviet Zone 
-of Austria, based on the number and nature of Soviet~controlied 
factories is 25% of the output of the country’s over-all industry, 
divided about as follows: Tubes - &%, radio - 23%, telephone 
and telegraph - 26%, and cable and wire, 43%. 


Bulgaria. Rumenig ond Albania 


Tn ‘eomparison, electronic production in Bulgaria and 
Rmonia is insignificent. There is no production of electronic 
equipment in Albania. 


China 


The manufacture of electronic equipment in Chine has 
never been a significant industry, except under Japanese rule. 
Dependency upon imported components, loss of production machinery 
through Soviet looting, lack of refined raw materials, and in- 
sufficient technical and managerial manpower are primary deterrents 
to the growth of the industry. USSR is apparently willing end able 
to supply the necessary components to enable the Chinese to 
utilize maximum capacity for the manufacture of simple military 
electronic products. 


The present Chinese electronic industry is a 
eombination of centralized manufacturing facilities and “cottage 
type" industry. Ghina is negotiating with the DDR to design a 
combine for the manufacture of telecommmicetion equipment in China. 


Production of the Chinese Industry is divided in the 
following manner: Telephone and Telegraph - 17%, wire-574, radio ~26% « 


h. Radio Transcitters 


Radio transmitters used in generation and trans- 
mission of electromagnetic waves are of direct importance to this 
study. The tranemitters emit radio signals which can be used to jam 
radio waves. The techniques of jamming will not be discussed in 
this seetion; however, it is important to realize that transmitters 
can be used elther for broadcasting radio waves, and 
for jamming desired reception. For this reagon there is no 
distinction made as to the transmitters that may be used in jamming 
operations » 


The great requirement for transmitter equipment of 
many kinds dictates a high priority for its production in the Soviet 
Orbit electronics industry. The equipment produced ranges from 
complete radio stations to small communications transmitters and 
‘ransceivers uged by the military forces. As in other phases of the 
electronics industry, produetion is primarily for military purposes. 


Transmitter production in the Orbit ag a whole has 
inereased considerably since World War II. If future Soviet planning 
for radio equivment approximates the goals set by the Soviet Five-Year 
Plan ending in 1950, it may be assumed that transmitter production 
will continue at a high level. Judging from the large number of 
jamming transmitters which have been put into operation against Voice 
of America broadcasts, the Orbit has succeeded in manufacturing 
several hundred transmitters of 10 KW power and above since 1948. 


The Soviet Orbit now produces all of its trans- 
witter equirment and major components. The major contribution comes 
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from the Soviet Union, although the output of certain Satellite countries 
ig highly significant in both quantity and types of equipment produced. 
It is known that some Soviet-made equipment employs components made in 
Satellite plants. For instance, the Soviets have used Hungarian and 
East German factories to make transmitters for Satellite and Soviet 
radio operations. 


The USSR has a significant number of apparently — 
g | quite capable plants producing radio transmitter equipment. There are 
hana at least 12 different manufacturing installations in various Economic 
Regions employing in excess of 13,000 workers. The major known plants 
are at Voronozh, Sverdlovsk, Gorkiy, Leningrad, Novosibirsk, Moscow 
and Riga. A Leningrad radio plant has made a number of transmitters 
of 5 KW or below, which have been installed in the Moscow, Urals and 
Minsk areas. 


25X1 
25X1 


Electronics industry activities in the Soviet Orbit, 
having a direct bearing on the problem of electromagnetic warfare capa- 
pility, are the production and development of high-pover electron tubes 
for use in high-power and shortwave transmitters. Information on these 
activities is presented in the following paragraphs. 


The two major manufacturers of high-power trans- 
mitters in the Satellites are the Standard Radio Factory in Budapest 
and the Koepenick Radio Factory in Berlin. In Hungary four Budapest 
radio factories--Standard, Orion, Remix and Telefongyar—~manufactured 
about 700 transmitters for the USSR between 1949 and the end of 1951. 
Of this number, two were 120 KW and three were 135 KW radio trans- 
mitters, the remainder being smaller types for military shortwave, 
jamming end mobile operations. Hungarian production for this three- 
year pericd, including high-power and short-wave transmitters for 
“ocal and other Satellite consumption, is summarized below: 


Year Number Type_of Transmitter Operating Country 
1951 1 1 KW (3 Band) Albania 
180 Jamming USSR 
1950 2 1 KW Military Radio USSR 
3 2&5 KW Military Radio USSR 
19 Short-wave USSR 
263 Military Portable USSR 
LILO 1 50 KW Hungary 
2 135 KW Hungary 
2 120 KW , USSR 
2 135 KW (for operation in USSR 
aold, wet climate) 
2 High Power Rumania 
9 Low Power Rumania 
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East Germany equals or exceeds Hungary in capacity 
F for transmitter equipment manufacture, although this type of production 
ww makes up only a small part of her large electronics industry. The 
principal factory in East Germany, Berlin Koepenick, along with a 
nurber of the other important East German factories guch as Radio Work 
Leipzig, the Sachenwerk Radeberg and the telecommr ications factories 
at Treptow and Debenderf, have made, in the past three years, an 
appreciable number of shortwave and ‘high-power radio trangmitters. 
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The Dabendorf plant specializes in ship~borne installationa of the short- 
wave units which vore desizmed Zor nolice op.rticas in East Germany and 
Czechoslovakia. Deliveries were also made te the USSR as well as to 
China, Poland and East Germany. The total production of transmitters 
for the three year period (1950-1953) has been about 600 units with 
rated power exceeding 2500 kilowatts. Some of the important trans- 
mitters known to have been produced in the years indicated are, as 


follows: 
‘ww’ Transmitters - East Germany 
Power 1252 195} 1950 
500 KW 1 (delivery in 1953) 
350 KW 1* (for installation in East Germany) 
150 KW 2 
100 KW 5 
50 KW 3 
20 KW 4 10 
3a5 KW 10 
800 watts** 61 12 18 (1945-48,22 werenade) 
200 watis 12 12 
80-100 watts 31 370 


— ~, 


Quantities of capacitors, resistors, and other components 
are used in all electronic equipment and, apart from special types, can be 
produced in the relatively small manufacturing establishments. Although 
USSR has been able to maintain output at a high level, production has 
necessarily been supplemented by the Satellites, Germany, Hungary and 
Czechoslovakia, Orbit shortages in some types gay be indicated by the 
imports from Finland, France, Italy, aud other nestern countries, 
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e, Electron Tubes 


The production of electron tubes is an important 
indicator of communications equipment resources. The total output of 
. electron tubes in the Soviet Bloc is estimated as follows: 


Total Output of Electron Tubes 
an the Soviet Bloc 


ten nnenrnnroenn hate of output at end of year) 
Transmitting and 


ee All Types oe Special Tubes *** 
Number of Tubes Dollar Value Number 

Year (in Millions) (in $ Millions) (Millions) 

1951 50 $2 2h 

1952 6h $2 209° 

1955 115 ‘170 5.5 


The following table gives the electron tube indus- 
try capacity and manpower data of the Soviet Bloc ag of January 1953: 


i "Estimated Capacity — inbor Statistics 
# of Tubes % of Managerial Semi-~Skilled 

Country (Millions) Sov, Bloc &Skilled & Unskilled Total 
bad USSR 4303 67.7 8,125 20, 875 29,000 

E, Germany 8,0 12,5 4,850 6,650 11,500 

Hungary 9.3 4.5 2,700 3,800 6,500 

Czech. 3.0 ho 1,000 3,000 4,000 

Cther Bloc 0.4 0.6 500 1,000 1,500 

Total 64.0 


22,500 
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The Soviet Bloc product. mix of this. production. is: 
receiving tubes 43%, all other types 57%. The USSR product mix is 
receiving tubes 37%, all other types 63%. There is no indication 
that the Soviet Bloc electronics program,both military and civilan, 
has been hampered by tube shortages since 1950 


aly about 15%o0f the total tube production is 
allecated to the consumer market with the over whelming large percentage 
of Ya \ going into the military ele-tronic equipment. The balance of 
the Bloc tube production or about 1.“ is used for essential services 
and for export to Soviet controlled areas. There are indications that 
about 2/3 of the military allocation of tubes is for radar systems, 
leaving the other 1/3 for radio, decimeter and telecommunications 
equipment . biy.,/ 


The limiting factor in transmitter manufacture 
is the electron tube, as transmitters require not only tubes to 
operate, but replacements as the tubes are used through their useful 
life. Specified numbers and types of transmitting and other tubes are 
required for each transmitting set or station. and the generation 
od emission of electrical energy by these tubes establishes them as 
a most essential operational component of transmitters. 


In quantity, requirenents for tronsmitting-type 
tubes are not great compared to receiving-type tubes. The numbers of 
tubes needed with power outputs of 10 kw and over are insignificant 
4n comparison with the multiplicity of types and numbers for equip- 
ments operating below 10 kw. There are frequently but four primary 
power amplifier tubes in a 50 kw radio broadcasting station, and 
ten tubes may suffice for an efficient airborne communication trans- 
nwitter. 


Variation in kind, as compared to quantity 
required, is considerable. Known Soviet types of high quality 
transmitting and power tubes number well in excess of 400. Related 
types, produced under similar manufacturing conditions and including 

-klystrons, magnetrons and some other specialized tubes, are generally 
elassified with conventional triodes, tetrodes, pentodes, oscillators 
and rectifiers as “transmitting and special tubes." In varying degree, 
such tubes perform the essential transmission function. 


A notable increase of capacity for transmitting 
and allied tube types has taken place since World War II, this 
jnerease being both in number of plants, diversity of types, quantity 
and quality of product. ; 


Although the total direct labor force contri- 

buting to transmitting and special tube manufacture in the Orbit is 

not readily separated from labor devoted to other tube manufacture, 

it is estimated that approximately 6,750 persons comprising managerial, 
skilled and unskilled classes are engaged full time in such production. 
This force is over one-eighth of the total Orbit electron tube indus- 
try labor force of 52,000 persons. The minimization of sub-contracting 
ty Soviet tube plants, in contrast to European Satellite tube plants, 
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acts to raise the indirect and thus, total labor count, contributing to 
the finished product in the Soviet industry. 


USSR 


There are five major plants in the USSR known to be 
producing transmitting and special tube types in quantity. The total 
USSR production of an estimated 2.09 million units in this category is 
geographically dispersed in the five manufacturing centers of Moskva, 
Leningrad, Shchelkovo, Novosibirsk and Tashkent. There may be limited 
production at Saratov, Riga and institutes in the\Moskva and Leningrad areas. 


The USSR is known to have exported transmitting and 
special tubes in intra-bloc trade, the recipients being such electron- 
ically underdeveloped countries as Romania and China. 


The Leningrad Tube and Lamp Plant Svetlana 211 is 
the oldest and largest of all electron tube manufacturers in the USSR 
and has been producing high quality transmitting tubes since 1937. 

The production of low, medium-, and high-power transmitting tubes is 
estimated to total at least 450,000 units annually. Together with 
special tubs output the annual production of tubes other than receiving 
approximates 900,000 units. Of the total estimated labor force of 
8,000 persons about 1700 workers contribute directly and indirectly 

to transmitting tube output, with some two to three hundred employees 
engaged in the final assembly force, ; 


The Soviet tube plants specialize in the manufac- 
ture of particuler tube types. Svetlana has long specialized in X-ray 
tubes, mercury vapor rectifiers, high-power oscillating and generating , 
tubes for radio broadcasting stations. 


The Shehelkovo Electronic Plant NII 160 was estab- 
lished with the aid of U.S. engineers before World War II and is now 
the most important research and development center for the Electron 


Research, development and production work is done 
in virtually all power classes of transmitiing tubes. It is believed 
that NII #160 concentrates on transmitting tubes up to 100 watts, 
although a 1,000 kw water cooled triode suiteble for lew and medium 
frequencies was reportedly developed here in 19h8 for jamaing purposes. 
The Russians have or are attempting to construct a jamming transmitter 
employing pulse modulation having a peak power powar of 500 kw which | 
will cover the standard broadcast band as well az a portion of the high 
frequency spectrum. 66/ Noise diodes developed by the Germans are 
manufactured in the USSR and are used in raceivers and for generation 
of noise in modulators for jamming transmitters, 67/ 


East Germany 


Withia the Soviet Orbit, Germany plays an important 
role in the production of transmitters and transmitting tubes. 


. Production of transmitting tubes is concentrated 
at the Erfurt tube plant where current production runs about 3,000 
tranamitting and oscillating tubes per year. The Berlin plent HF is 
the only other East German producer of transmitting tubes under 30 MM. 
its 1952 plan called for only 200 units, while 250 units are planned 
for 1953. 


Quantity manufacture of metal-ceramic u-h-f tricdea 
was initiated at the Berlin plant HF for equipment and maintenance 
tubes associated with the decimeter-reia; RVG-902 series program, air- 
borne radio and radar equipment, In 1952, 60,000 of these tubes were 

= She. 
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planned; about half were types LD~11 and LD-12, as used in the RVG-902 
decimeter equipment and perhaps other similar systems; 4,500 were of 
type LD-9, a more powerful version of the LD-12 decimeter—comnunications 
tube, and having specific test ratings of 40 watts output at 17.5 cm 

or 15 watts at 9.2 cm. In 1953 and 1954, 160,000 and 500,000 tubes will 
be required respectively. 


Soviet Germany has a large capacity to produce 
high-power, low-frequency transmitting tubes presently not utilized 
because of a lack of demand. A significant proportion of this class 
of tubes is exported annually to the USSR, Poland, Rumania and China. 
The 1953 production of the Berlin plant HF, amounting to 250 units, 
is destined for USSR consumption. The Rudolatadt X-ray tube production 
valued at DM 3 million could be converted to transmitting tubes. 


Hungary 


There are two plants in Hungary worthy of consider- 
ation, the United Incadescent Lamp and Electrical Company "Tungsram" 
and the former Philips plant, both of which are located in Budapest. 


d. Radio Relay Communications Equipment 


During the last three years a Soviet-spvonsgored 
development of decimeter radio relay equipment has reached such pro- 
portions that the capabilities of the Soviet Union's military conmmuni- 
cations system may have been significantly increased. This type of 
equipment permits directional transmission at extremely high frequencies, 
With relay stations required at horizon distances. It thereby provides 
much greater security and freedom from hostile interference than does 
non-directional radio equipment. 


Decimeter radio equipment is made in Fast Germany 
and in the USSR. In East Germany this equipment is made at the 
Sechsenwerk Radeberg factory, formerly a SAG plant which, in Mey 1953, 
was placed under the "Ministry of Post and Telecommunications." 


The well-known measuring equipment firm Rhoda and 
Schwarz in Munich which gained experience in this field during the war 
and in the radio telephone project for Blockaded Berlin has contributed 
mach to this Radeberg development and has equipped the 
laboratories with modern measuring instruments. 


The decimeter equipments in the USSR are made at 
communications factories in Gorki and leningrad. Both the USSR and 
Fart German factories work and coordinate their developments with the 
Decimeter Institute in Leningrad. 


The importance of the plans of the Soviet rulers is 
illustrated by their intentions to put into operation a new plant of the 
HF Werk Oberschéneweide at Muggelsee for electronic microwave directional 
and radar equipment. _/ Two types, modifications of the World War II 
German types "Michael" and "Stuttgart! opera‘e on wave length: of 
53 to 63 cm. and 20 to 28 em., respectively, Sets manufactured include 
fixed and mobile versions; the latter consists of two conplete trans= 
mitter-receiver sets mounted on a truck and is suitable for use at 
division headquarters or for intermediate points in a radio relay 
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system, The fixed sets would be more appropriate for use at rela- 
tively immobile corps or higher heedquarters. As early as 1951 the. 
equipment was used in the Soviet Army manuevers in Fast Germany. 
Associated elements are made for use on stationary installations. 
Improved version of the decimeter equipment, RVG-902, is used with 
directional horns mounted on towers when used in stationary instal- 
lations. _/ 


Approximately 2,000 sets of decimeter communic-- 
ations equipment have been produced in East Germany since 1948. 
Of these approximately 500 were of the "Michael" type, the remaining 
either the "Stuttgart" or improved versions. 21 of a later type of 
decimeter squipment, the RVG-903 with conical antennas, were made in 
1951. "Mass production" of the decimeter equipment is planned for 
Kast Germany. 


The following table indicates the total and 
probable production of decimeter equipment in East Germany: 


Typea of’ Known Indicated* 
Xear ._.ecimeter Equipment Production Production 
1949~ RDS-1, 2, 3, 4 50 500 
1950 
1951 RDS-l, 2, 3, 4 42 500 
RDS-1-A (RVG-903) al 
1952 RDS~1--B 338 350 
RDS~1, 2, 3, 4 as 400 
1953 Improved type 1,000 
L954 Improved type 1,500 
1955 Improved type 1,900 


ee 


Frou the infometian aamiied on the tube induse 
try and specific details on the production and distribution of the 
metaleceramic UHF triode tubes, the USSR production of relay equipment 
ie of about the smae magnitude as that of East Germany. It is predicted 
that the Soviets are concentrating on the fined stations for the ccmmni- 
cations network since Germ production is maily for mobile installations. 75/ 


The development of the time pulse and phase 
modulation carrier systems has greatly expanded the potentialities of 
microwave systems. Production for testing and exserimental links of 
pott a 60 channel time pulse modulation system and other multi-channel 
systems have been under consideration. The Niiska Institute for the 
development of communications equipment for use by troops worked on 
#. pulse modulation microwave link as early as 1950, Actually tactical 
or commercial use of this equiprent is doubtful at this stage but will 
be a factor to consider by 1954, and maybe even in 1953. _/ Produc~ 
tion for testing and experimental links of 60 channel time pulse 
nodulation system was however started in 1952. Success in the develop- 
ment of better receivers, such as type: RVG-906, RVG-904, RVG-905, is 
apparent by the use of a RVG-905 unit in East Berlin for a television 
feeder line in December 1951. _/ 


The use of decimeter equipment directly affects 
the jamming vulnerabilities. If decimeter communications links are 
available to handle traffie that would normally require high frequency 
vyadio commmications, the Soviet facilities, of course, are not nearly 
80 susceptible to jamming. Furthermore, the Soviet high and even 
nedium wave frequency facilities can be used to jam external and 
undesirable redio transiissions without disrupting the existing nec= 
essary communications network. Any expansion of radio link line-of- 
sight networks, therefore, has e significant bearing on the importance 
and potentialities the Soviets give to the counter-effects of both 
Sheir ond our own jamming activities. The use of the 400-500 mega~ 
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cycle, 24 channel radio link systems in Czechoslovakia; the indicated 
interest in USSR of constructing 250 relay stations hetween Moscow 
and Pepking; the need of 6,200 microwave towers from East Germany 
confirm this trend to increasing use of microwave end indicate the 
importance of the developments. %/ 


The quantities of decimeter-link equipment now 
estinated to he on hand are capable of providing up to 400,000 circuit- 
miles of high-grade, relatively secure, and jam-free radio communications. 
This figure possibly is being augmented at the rate of about 200, 000 
circuit-miles per year, The scale of this program tends to indicate 
tne Soviets are planning to equi; their high-level military commni- 
cations nets with radio link equipment. Due to its directional and 
high-frequency propogation characteristics, jamming efforts are 
practically ineffective. The Soviets would therefore feel free to 
employ their own jamming tactics against opposing military communi- 
cations without fear of retaliatory rapescucsi ons 


e. Givilian Redio Equipment, 


The production of civilian radio equipment represents 
about 26% of the total production of electronic equipment within the 
Soviet Bloc. Since about 11% is estimated to be avplicable to essential 
domestic and industrial uses the remaining 15% is applicable to civilian 
radio usage, which productioh could undoubtedly be diverted to the 
military requirements. 70/ 


Despite a considerable expansion of the Soviet Bloc 
electronics industry, esvecially since 1948, the percentage of industry 
effort devoted to the manufacture of civilian radio and television 
receivers remains small. S0/ 

The astimated Production of civilian radio received 
in the Soviet Bloc for the years 1948 through 1951 4s shown in the 
Table below is indicative of the effort allocated to the needa of the 
people. &1/ 


Estimated Preduction of Civilian Radio Receivers in the Soviet Bloc 
194,8-1951 ow 2 


et 


aarti 


wwe 2B. oe 9950S 
SW Non-S¥ SW Noms | SW Non-OW 


Country SW. Non-SW 
(SSR 
Tube receiver 39]. 31 400 . 90 75 £416 62 450 
Crystal rever. # 177 # 30 # 409 #f 450 
Total 39. 208 400 320 7 825 62 900 
Czechoslovakia 267 # 275 # 200 # 150 # 
Hungary 6 18 13 38 25 75 28 83 
Poland 1 # 2 # 3 # i 
Rumania 10 # # 20 6 18 23 
Bulgaria # ## # # # # 75 # 
East Germany 150 # 220 # 275 # 321 # 
otal eam a 
SW indicates receivers with short-wave reception. 
“Bb. 
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The ability of the Soviet and East German Electronic 
Industry to use searce material and critical highly skilled capabilities 
in the production of television receivers for evident purpose of propa- 
ganda confirms progress in the production of military electronics 
equipment, If the need arises this capability can be diverted into 
the production of electronic equipment of strategic importance. The 
emall effort used in the production of television equipment is indicated 
by the number of receivers produced shown in the following table. g2/ 


Estimated Production of Civilian Television Receivers in the Soviet Bloc 


1947-1951 
— sas esau enema issn sera caterer were DALE. 
1947-51 
OSL." On Wi, 41968 1949, 1950) 1951. §=_Total 
uSSR 1,000 3,000 5,000 9,000 10,000 = 28,000 
Kast Germany 0 2 6 0 29,000 29,000 
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ire Telecommmications Equipment 


This section is based on the following premises. 
First, telegraph manufacture is of minor importance, production-wise, 
ani almost impossible to determine, while telephone inatrument* pro- 
duction is more important production-wise, and more easily calculeted. 
Secondly, production of allied telephone equipment, such as switch» 
beards and telephone exchange equipment, is not a determining factor 
in measuring capability, since evailable information indicates that such 
equipment is produced only as needed, and not usually as a continuitg 
product. This is especially true in the larger factories, where the 
really complex equipment is turned out. Therefore, telephone instrument 
equipment will be the index used to indicate Soviet Orbit capability in 
this field. 


Statistics availablie do net permit a complete break- 
down into military and non-military croduction within this category. 
Therefore, they shell be considered together and the industry treated 
as a whole, 


Soyzet Orbit Overall Production: In the Soviet 
Orbit, the wire telecommunication equipnent industry is by itself, only 
a very small but important portion of the total electronic production 
of any one of the countries here considered, ranging from four per cent 
an Poland to about LO per cent in Czechoslovakia. Total telephone in- 
strument production for the orbit is estimated at from 500,000 to 
1,000,000 instruments during 1952. Indications are that there were 
approximately 200,000 to 300,900 new subscribers during this period. 
It must be understood that many subscribers use large quantities of 
telephone instrumer.ts for private branch exchanges (P.B.X.'s) and there= 
fore, as the exact cuantity of production is not known, the larger esti- 
mate of 1,000,000 is used in this report and breakdowns of production 
follow. Indications are that anproximately 44.7 per cent of the nroduc— 
tion of telephone equipment is within the USSR while the remainder is 
satellite production. 


ATUL ot ae 


UPelephoae instruments ore defined as customary desk sets, wall telo- 
phones. snd local battery telephones with aagneto ringing. 
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Albania none 

fustria (Soviet Zone) 20,000 

Bulgaria 10,000 
Czechoslovakia 150,000 

Germany (Soviet Zone) 175,000 

Hungary 100,000 

Poland 28,000 

0 23000 

Satellite Total - 553,000 
SS) rn 420 . 

Grend Total 1,003,000 telephone 


instrumenta 


labor Force: A basic charasteristic of this 
industry is that telecommmication equipment is manufactured in radio 
and electronic products plants with a few notable exceptions. Even _ 
meny of the largest producers of wire telecomminications equipment are 
levge producers of radio receivers as well. Therefore, based on current 
information it is impossible to state the number of employees actually 
devoted to production of thie type of equipment. 


Expension of the wire telecommmications industry 
would be readily accomplished by the conversion of other tyves of 
electronic production. Since rost wire teleconmumication equipment 
plents produce other electronic equipment as well, production expansion 
by conversion of existing facilities would be relatively easy. Available 
information is not sufficient to venture any firm figures on amount of 
expansion possible by this means. ; 


Varrler equiprent used in icny distance wire 
and cable routes makes it pts72n.¢ tc Harve meny conversations on a 
wirs or vidic varcudt,: 


in view of the fragmentary information avail- 
able on Soviet domestic manufacture and imports of carrier equipment, 
ne accurate estimate of actual production canacity is possible, 


jntormation on Soviet orders to East German 
manufactures, may serve as a guide in determining types and extent 
of equipment presently preduced. 


an unamenaoon, Orders for Carrier Equipment fron East Germany gy, 


Zeer, Plant, Tecation Number of sets Model. 
i949 CSW Berlin Berlin 20 A&4L 
1949 Stem Radio Rochlity 40 TFC 
LOA9=50 Fernmeldewrk lipzig 4000 TRC 
1951 Fernmeldewrk = Bontzen 5 MES 
1931 Fernmwelde werk lipzig , 50 MESZU 
LO5L Fernmelde werk Lipzig £90 TFC 
LD, Jono5L Total 4319 


‘There is undoubtedly current production of 
this equipment in the USSR. Howsver, other than the reported pro- 
duction of the communication plant, Irkutsk is supposed to have been 
making two telephone carrier squipments per ~onth in 1949. No details 
are known. 
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Production of telephone, telegraph and associated wire 
Line equipment is in good shape thro :ghout the Orbit, and the present 
production can undoubtedly be stepped up if the necessity for more 
equipment arises. The actual amount of raw material that goes into 
the production of telephone instruments and associated equipment. is 
small in relation to the amount used by the wire and cable industry 
for connecting lines. Where local shortages occur, substitutions can 
usually be made to keep production going. 


g. Wire and Cable 


In the postwar period, wire and cable plants of the Orbit 
have been brought to a high level of technical excellence and have been 
greatly expanded. Not only have new plants been set up, but older 
plants have received new machinery. Two of the largest plants have 
been making varticular efforts to advance the technology of the entire 
industry by the organization of development and research facilities. 


To indicate the production of wire and cable in the Orbit, 
the following table shows the amount of copper used per country vita 
the number of miles of single #16 gauge wire that could be produced from 
this amount of copoer. Many sizes of wire are used in telephone and 
telegraph open wire and cable and a tabulation of quantities of each 
size is impossible. The #16 gauge can be taken as an average and is 
used as an illustration only. This table also gives some other perti-= 
nent estimated figures om manpower and costs by country for this 
industry figured for one year, 1951. (For table, see following page.) 


kt is not possible to separate the production of tele- 
phone wire and electric cable in an accurate manner. 


To stretch the amount of wire that can be made from 
available copper, aluminum is added to many mixes. When this alumi- 
nua is combined with the copper, the poundage of the preduct is 
referred to as copper content. The Ortit used approximately 
106,000 metric tons of copper content material in the wire and cable 
industry for 1951, The actual amount of copper in this quantity of 
copper content wire would be 34,000 metric tons. 85_/ 


It has been repoyted that the Satellite countries are ¢ 
now trying to use aluminum wire (without any copper content).in the 
manufacture of Motors and Transformers. If this is successful, ib 
will help stretch the quentity of copper. 


Approximately 20% of the wire end cable used is imported. 
Great efforts are made by the Orbit throughout the entire world to 
buy copper for import. Feports indicate that there is sufficient 
vew copper in the USSR tc meet its present production for wire and 
esble, but this is not true in the Satellites where raw copper is in 
short supply. The Orbit produces 268,325 metric tons of raw copper 
ard imports an estimated 80,000 metric tons, making a total of 
348,325 tons. The wire and cable industry uses 84,000 metric tons 
of this total leaving 264,325 tons for other uses. These other uses 
ere also important and include motors, generators, switchgear, air- 
eraft, automotive, etc. If the necessity aross to increase the out- 
pat of the wire and cable industry, copper would have 
to be taken from some othe ccmsumer. and if the end use of the wire 
was of a high enourh priority, it is felt that the plant production 
could be greatly increased. 86/ 
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Sost of input «illion diles 


for entira iad= of #15 wire 
Jdetric Metric detric ustry Produce that could be 

Tons Tons Tons 1.000 tion in 1951 made from Uirect 
Sette aS Country 22 Copper Aluminun Lead danhours U.c, Dollars Copper Labor force 

USSR 52,700 4,456 9,486 40,000 118,278,000 2,808 20,000 

Czechoslovakia 9,000 1,750 1,420 20,000 26,227,900 379 5,000 

wast Germany . Ly, 22 25279 25544 17,000 3,355,000 0159 8,500 

Hunzary 3,000 1,500 S10 7,206 15,995,000 «150 3,400 

Others __ | 5,076 812 Ol, 8,000 18,471,000 271 4,000 

Bloc Total , Oy 018 10,991 15,124 82,200 222,327,000 yebT? 41,100 


ones eheeeieentahenateentinasimedbonepeemtmetenalemnaneartemmaeer annette meraeeenisteteeereaninememsnsetmnatttier soso rman ere 
1 


his aQelinieT 


Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 


Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 
* sfeGeR-B=T 


oe mE em ee oe 


rribi to World War II, USSR imports of communications 
wyltpmedts wore small, amounting in the late 1930ts to eome $5,000,000 
annvally, or about 2% of total Soviet imports. The principal countries 
from which equipment way recelved were the 0.8., Great Britain and 
Germany, §8/ Substantial quantities of telephone equipment were im- 
ported from Sweden. The USSR hes always been dependent on imports of 
eritical electrical and electronic test equipment, although this de- 
pendence on the ‘Western world is rapidly being 1 ecreased. 

{ 


During World War II, USSR imports of communications 
equipment greatly exceeded prewar imports. These imports included 
large quantities of tubes, ‘components and end equipment. 


The U.S.4 under lend lease, became the predominant 
source of critical and technical equipment. Between June 191 and 
December 1945, $216,273,000 of equipment was shipped to the USSR. 
Some of the important; items are noted in the following tables 


Type of Equipmest . Amount 

Redio measuring & testing #3,171,000 
Field telephong wire 956,688 niles 
Radio transmitter (1 kw & over) 30 sets 
Radio transmitter tubes 345,027 tubes 


the ro of electronic equipment has been of vital 
assistance to the et’ communications program. To a limited extent 
the quantity of imported electronic equipment has bean hampered by the 
currency restrictiéne of available hard currencies in the Soviet Bloc, 
and Western Export Trade Restrictions. The currency seems to be avall- 
eble for critica, electronic requirements, and export rastrictions 
aave but Limitede ffect on critical Soviet needa and strategic itens, 
ao indirect ma ‘for importing such items on export control list hare 
been used, 


Aithough the Bloc is not depeadont on imports for 
trenemitter equipment and tubes, there have been important deliveries 
of this equipment, Known shipments came from France, Beigiun, 
Switzerland and Sweden. It is difficult to determine the amount of 
she imports of the various types of electronic equipment; however, 
fer the purposes of this study, the volume of the traffic and the 
significance of the imports can be datermined, The amount of imports, 
such as transmitters, electron tubes, telegraph and telephones equip-- 
ment, has been calculated on the basis of known shipments during the 
lest part of 1950 and during the year 1951, value of these known ship- 
ments 18 6 million, The estimated total for 1951 imports of alec 
tronie equipment is $1 milison. This is about 2% of the Bloc produc» 
tion of electronic aquipment, although it is of much greater importance 
than indicated by this percentage. 89/ 90/ 


tn addition to shipments from the U.S., substantial 

ntiieS Were recelved from Canada and the United Kingdom, though 
quantities of imports of eleotronic equipment have been relatively 
light since the war, The USSR is new relying on the Satellites pro~ 
ductive resources to supply part of its military and other needs for 
communications equipment. Small quantities of quality electronic equip- 
ment for development end research programs are continually imported by 
the Bloc. In addition to electronics equipment the Satellites, in the 
past have imported valuable scientific instruments and test equipment 
from the U.S. and European firms, 91/ 


There are cases where the USSR has imported complicated 
equipment and then menufactured copies, as their industrial capabilities 
permitted, An example is the production of tie SUR-SU4 coutsod cadet 
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which was furnished the USSR during World War IT by the U.S. Another 
example is the manufacture of vacuum tube voltmeters copied from the 
design of the Radio Corporation of America, 


While the Bloc as a whole importsrelatively littic 
and equipment, tubes and components, significant quantities of materials 
required in the manufacture of tubes and components are imported, These 
materials include capacitor paper, molybdenum and tungsten wire anid alloys 
of these metals, nickel cathode sleevcs, inica, and certain machines used 
in the manufacture of tubes and components, sucn as exhaust machines. 
Dianond dies, in demand for drawing wire, are supplied from western sources. 
Needless to sav, present international agreements do limit the exports of 
weetern nations, but the amount of clandestine trade isrelatively high, 
and the volume of some of these items is so small chat they can bs trans~ 
ported in a diplomatic pouch; dlamonds for dies have heer shipped to 
the Bloc in this way, Tonnage reaulrements of refractory metel wires are 
small enough to allow seerst shippine in effective quantities, Though 
capacitor paper is somewhat more bulky. there igs evidence of Tilegal 
ahipment of thie commodity. The interdiction of alh imacrta te the Blas 
would curtail the flow of these strateric materials and cause the bloc wo 
to exhaust their stockpiles while their domestic cavacity was increased 
to supply the additionai demand. As much ss 50% of some of the aforemen« 
tioned items are from weatern sources. 


Th some cages ther: i... no shortape of the basic raw materials 
nuged in the manufacture of semi=-tinished commodities which the Bloc ace 
tually imports. A deficiency of technical ability or production facili- 
jies may limit production and necessitate the import of such items. For 
instance, the Slee is very well supplied with tungsten ore, but is unable 
to fabricate tungsten wire of electronic grades in sufficient quantities 
w satisfy its needs. 


Copper and copper products are scarce in the Bloc, and 
shortages in the Satellites have been known te limit the production of 
wire, cable, and electrical equipment. The present level of imports 
sugrest that the Soviet Bloc may be dependent on Western sources for 
20% of their wire, cable, and copper products. 92/ 
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3. Distribution and Allocation of Equinment Resources 


The military requirements are given first priority 
in the distribution and allocation of electronic equioment resources. 
It is impossible to determine the numbers of the different types of the 
various electronic equipments allocated to the various consumers or 
even the consumer categories, However, a pattern has been determined 
wich is very valuable when considering this aspect of the problem. 
This end use consumer pattern is as follows: 93/ 


Category Perzentage of the total Value 
Civilian Hadios, Television sets, 
and replacements 154 
Essential Domestic Services and 
Industrial Uses i 
Military Electronic Equipment 7h 


Military Electronic Breakdown: 
ot 


a 


Microwave Madar 26 
Other Radar 21 
Military Radio 23 
Miscellaneous 

Military 4 


The above consumer pattern is based on the distribution 
of vacuum tubes, therefore, the actual output and distribution of equip= 
wents will vary by number, weight, or value from these percentages. For 
an overall consideration the tube end use pattern is the best available, 
since by definition, electronic emiments are products enploying tubes, 
and the ratie of total tmbe value to total equipment walue is relatively 


The burden of supplying the Soviet Navy with conmmications 
syuipment is comparatively light as contrasted to the needs of the Arny 
or the Aly Force. The same principle applies in the Satellites. Tho 
Navy of the USSR as far as can be determined (judging by radar installations, 
fox axauple) seems to be receiving its proportionate share of modern 
alectronic equipment. 9h/ 


The amount of signal equipment in line and support 


divisions of the Soviet Army is illuatrative of Army requirements for 
signal equipment. These requirements are given on the following page. 


ral Jo 
S-E~C-R-EeT 


Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 


Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 


S-E-GeR=Ee? 


ee) 


Soviet anay Siynal squipment Requirements for Line 
and Support. Uivisions 93/ 


Number of Equipments 


Type of Present Troop | Double Present  — 
Equipment Strength * Troop Strength wt 
Radio 47,090 . 92,895 
Switchboard 23,060 43,967 

Telephone 136,675 253,752 

Telegraph 1, 7h6 3,0Lk 

Teleprints 976 1,684 

Radio Truck 1,¢€9 3,215 

Racio Receivers 777 Les 

Wire (in miles) 141,891 272,569 


* Approximate mumber of. different types of signal equipment presently 
in the hands of the troons,. 


xt Approximate signal equipment requirements if the treop strength should 
be doubled. 


al 
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vu. Klectric Power 


Radio transmission depends upon electricity 
as its source of energy. The total amount of electric energy 
consumed for all rapid communications purposes in any one of the 
Soviet Orbit countries represents a very small percentage of the 
tetal amount oroduced in that country or available to it. 


in European USSR, including the Caucasus, 
electrical energy Is generally available from central station 
sources, This is possibly not true of the eastern portions of 
Archangel and the Murmansk Peninsula. There is no completely inte- 
grated transmission network in European USSR. The individual net- 
works radiate from or serve most of the larger cities, In Asiatic 
ULSR, central station power is available along the Trans-Siberian 
Railway and its branches, and in the Kirghiz and Tadzhik SSR. In the 
interior of Central Asia and in the vast area east of the Urals 
and north of about latitude 60” north, central station service is 
the excention rather than the rule. in the areas without central 
station supoly, resort mast be made to more laborious and inefficient 
methods of vroducing power, Apparently the Soviet Union uses in 
such cases internal combustion or steam engines, wind driven generators 
emall hydro generators and batteries to supply radio facilities. 
In the artic regions where transport of fuel and machinery is 
difficult, the problem of assuring reliable rapid communications, 
services could besome vexing under sudden heavy demand conditions. 


in Communist China, electrical energy is 
generally available in Manshuria, except pessibly in the extreme 
northern and western portions. It is also available along the whole 
coast line and in some of the larger inland cities, Outside of Man- 
churia there are no transmission networks of any magnitude, and 
in the larger interior regions, including Inner and Outer Mongolia 
and Sinklang, reliance must be had on one or more of the sources 
mentioned under the USSR. 


in the European Orbit countries there are no large 
regions without central station power service 9g / 
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Do The Present Orbit Commnications Manpower Resources 


With a combined population of over 800 million, tha 
Soviet Orbit possesses an abundance of manpower, of which mich 
43 unskilled. While a considerable mumber of unskilled workers are 
consumed in rapid communications construction and maintenance oper- 
ations, the installation, operation and technical maintenance of 
the rapid commnication resources of the Orbit require appreciable 
numbers of akiiied laborers, technicians, engineers, and some 
selentists. Thess skilled workers sre believed to be in short supply 
generally. Easentlelly, thie shortage stems from war losses and 
from inadequacies of training facilities. Against this shortage 
is an increasing demand for these types to accelerate the fulfill- 
nent of stepped-up plans for improving the industrial and militery 
power of the Orbit. By using Germans es consultants and by gradue 
ating large numbers of students, the USSR in 1919-1950 began to 
overcome the shortage of akilled workers. 


Since VoJ Day, the Soviets have placed great enphasis 
upon improving the scientific and technical qualifications and 
increasing the number of their electronics personnel. Research 
acientists have been placed in a privileged cless and public . 
reeopnition of outstanding accanplishments has been lavished upon 
them in the forms of financial rewards and honor recognitions, To 
obtain more research, development and operation personnel, omphasia 
has been placed on technical training in universities, engineering 
schools, special technical inetitutions, and on correspondence 
courses. At present the Soviet. system has tended to produce 
excellent research scientists and fairly good technical workers, 
althouph all electronic industries, including the U.5., are "short" 
of experienced manpower needed to reduce research ideas to practice. 
This particular problem in the USSR seems to have improved greatly 
since 1918, 


The manpower observations on the USSR apply generally 
to the European Orbit countries except Albania, where skilled personnel 
4s wery scerce. Chine has relatively few engineers and selentists 
with slectronic skille and would encounter difficulty in rapidly 
expanding training facilities without foreign assistance. 


The training of manpower in the field of communications 
ig estimated as followar 98/ 


Commrnicationas 


Number of graduates @ Electrical Engineers ~ 
from universities of college type institutes 4687 


Number of graduates of technical schools, below 


college level with 3 to 5S years courses; per 
year 10,000 
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I, Namfacturings 


In 1952 
employment in enterprises associated with the Soviet administration 
controlling tubes, lamps, and related products had reached a total of 
This figure, which may be compared with 51,545 for the U.S. 
in 1917, is aporeciably higher than indicated by earlier estimates, 
and tends to confirm the expansion trend after 1950. 99/ Joey 


The total mmber of employees in the Bloc electronics 
and telecommunications manufacturing industries is estimated as 292,000 
for 1951, Of this number 210,000 were in the electronics industry and 
&0,000 were in telephone md telegraph manufacturing. The manpower of 
the electronic industry in the satellites amounts to 10% of that of 
USSR, The estimates for 1952 ' ave been increased for the electronics 
industry based on recent information showing large increases in electron 
tube production. At the end of 1952 the total Bloc employees in 
electronics and telecommnications manufacturing is estimated to be 
372,000. 
pe ely A small core of top scientists in the USoh are 
thought able to do original research in eom highly specialized 
alectronics fields and adapt the results of their work. This may 
be one of the key manpower factors for successful prosecution of 
‘long-term electromagmetic warfare. It is notable that military 
wapresentatives are frequently associated with electronics manu< 
fecturing, an example being Admiral Berg of the Moskva Redar Institute. 
It is believed that the flow of information from manufacturing plant 
to field force is well~providsd. 


In the several electronic fields, trained Orbit 
industxial manpower is probably adequate. Higher technical schools 
and universities have departments devoted to electronics, some of 
which are staffed by industrial personnel. Thus, liaison between 
training establishment and factory is effected. Within most large 
Sovist electronics plants, in-training schools have been set up and 
a large proportion of workers attend classes after work hours. 


Zo Operating: 


In 1952 there were an estimated 600 thousand 
sersens engaged in the Commnication industry of the USSR. It is 
‘lenned to expand this figure to 760 thousand by 1957. These figures 
are exclusive of militery personnel. The planned rate of expansion in 
skilled end technical personnel is even more rapid. Any increased 
slectromagnetic warfare activity on the part of the Orbit would 
involve mainly the radio circuit operator and the radio transmitter 
attendant types of trained personnel; the training time req.ired te 
increase the numbers of these types would amount to less than one 
‘year, with much less time for radio amateurs, who are presumed to 
ibn partly trained. 


The postwar shortage of operating and maintenance 
personnel] continues for servicing complex military electronic squip= 
want utilizing very high and ultra high frequencies. The cvntinuously 
stepped up ineservice educational program may largely overcom this 
deficiency within a few years. A large exploitable manpower supply 
in available in the military services and in itself is not a Limiting 
factor in expediting en electromagnetic warfare program. 


The radio amateur group is an important source of 
trained or partly trained manpower, The number in this group today 
ig not knowne Each Orbit country has a group of amateurs who seemingly 
axe given directed encouragement by their covernments. As early 48 
192 the Soviet Union numbered several hundred thousand amateurs 
within its borders. 101/ The number is probably much larger today. 


oo} ves 


Approved For ReleaseBu Ges = CIA-RDP92B01090R000300020038-2 


25X1 


Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 


%. Modernity of Applied Techniques and Technologies. 
1. Techniques, Procedures and Technologies. 


a. Wire Communications 


The two outstanding deficiences in the telephone long line 
system are first, the bulk of the outside plant consists of open wire pole- 
line, and secondly the limited use of multi-channel carrier telephony which is 
due to the inherent limitation of open wire lins, as well as the unavailability 
of broad-band carrier equipment. A further impediment to increased application 
of carrier equipment is the fact that a considerable fraction of the conductors 
are steel rather than copper, not merely because of material shortages but also 
because of mechanical stress caused by climatic cenditions. 


As regards inside telephone plant, the Soviet automatic step- 
by-step dialing system provides reliable and rapid services; it is old fashioned 
only in regard to its sturdiness and bulk. The need for dial systems is small 
im prepemtion to the population, since the number of subseribers is not large 
wad for the same raason there is little need for long distance dialing service. 
Madera trunking practices are found in the switching arrangements of metro- 
politian centers, On the whole, telephone equinment is diverse rather than 
wtandarized, and maintenance is thus agitated. Telegraph carrier equipment 
i.e widely used on long distance circuits as the most practicable solution 
ta the Limitations of the open wire lines, and of existing voice-frequency 
repeater stations. 


b. Radi¢ Com 
In the ficld of high frequency long range radio communi~ 

vation most Soviet techniques are advanced. Antenna arrays of great 

power gain andmaximum tuning flexibility are in wide use. Extreme magnitudes 

of radiated powers are obtained by carefully designed arrays of properly phased, 

fed radiators. For many years Soviet high power transmitter tubes have provided 

reliable performance. Good facsimilie tranemission is well established, and tape 

telegraphy transmission speeds of 1000 letters per minute are routine. 


Standard low power radic equipment is of widely varying age 
and of many makes. Soviet-produced models of the US Army radie set SCR-28, 
are in quantity use for short range civil communication applications along 
with wuch sarlier Sevist designs. 


Until recently frequency-shift keying or single sideband 
methods had rarely been used. 


Although the Soviets are familiar with the broad-band multi- 
ehannel advantages available from radio relay links (above 30 MCs), there is 
m evidence of current usage in the communication system. 


6. Toechuology.Dereiongent 


fhe Soviet Orbit has placed particular emphasis on reising 
its technologies! and sefientific Level in the field of electronics to one more 
conpatiable with western standards. Orbit electronies technology has advanced 
to a Level equal te that of the west in some particular phases of the field, 
but in others it has shown little imagination or initiative. 


After World War II the Soviet Orbit copied imported modern 
equimnent. Technical personnel, trade literature, and in particular, the better 
authorative text and specifications used in western countries were exploited 
te tha fullest extent thus closing the teehnolegical gap in the broad field 
of electronics some three to five years. Lend-Lease equipment and technicians ~~ 
from the U.S: and other allied countries supplied under the war pregram ad- 
vanced technical know-how that wae lacking by the Soviets. The Soviet Union 
exploited the electronis resources ef such countries as East Germany, Hungary, 
and Czechoslovakia, wich have been generally regarded as having a high level 
of technological competence in the electronics field. This total resource is 
assumed to be in a state of continuing exploitation to serve the growing needs 
of the Orbit.102/ 
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The rapid advances in Soviet technology were 
net solely the result of Soviet abilities, but to the contrary, 
they were the aum tetal of "borrowed" talent frem the Satellites 
and western sountries. It is possitle that the Soviet rate of 
4getnological. development will not be as rapid as in the past, nor 
the rate such as to continue to elose the existing gap appreciably, 
except in specialised phases of the electronics field in which 
they devote a particular interest. . 


ad. Tyeduetion 

Standardization of equipment and operations is the 
key bo communication efficiency, flexibility, economy, and complete 
integration, This, the Soviet Orbit dees not fully enjoy. With the 
possible exception of East Germany, Hungary and Csechoslovakia, the 
Orbit countriss ineluding the USSR have over the years imported much of 
their communications equipment, techniques, and technologies, partly 
fyom Oermany and Czechoslovakia and partiy from many countries of the 
ester World and Japan. MWueh of this importation eontinues, and 
apparently will continue for many years to come. The various equip- 
nents are incenpstible therefore difficulties must necessarily exist 
an system integration, maintenance, and maximum flexibility of opera- 
BONA. 


%% 4s difficult te determine the modernity of 
prenant, Soviet production. methods, but it is known they have stressed 
increased productivity through technical developments. Production has 
heen inereased by imprevements in methods and machines ,. combined with 
more ekilled, better trained manpower motivated by high worker in- 
sentives to produce greater outputs. Fereign engineering talent, 
prineipally German, has been exploited to improve post war Soviet teeh- 
niques, which, by Weatern standards, were ineffielent and labor 
consuming. it ie believad that during the post war readjustment 
period, Soviet industrial methods wera concerned with full enpleyment 
rather than efficient production. Now the Soviets seen te be directing 
their efferts tovard high worker productivity, conservation of strategic 
materials, simplification of design, and manufacture of a product 
susseptable te mass automatic procesess . 


During and before the war the Soviete used Undted 
States technical assistanes, and since the war have exploited the 
German industry and ite Engineers. Under the war time program, the 
Soviets were able to learn considerable about our methods of quantity 
production of quality eleetronie products. For example, USSR enploye 
eurrent U.S. manufacturing methods in the productiea of fixed paper 
dielectric capacitors, while they use a German "Bosch" method in pra- 
ducing DC metalised paper capacitors; the Soviets also use production 
techniques similar to those employed in the U.3. in the mamuifacturer 
ef capaciters used in power-factor applications. Soviet production 
motheca are copied from these used in more advance countries, advancing 
them in strides that would not be possible under normal conditions. 
The imprevenents of the standard of their technology and preduction 
method? to the present are reflected in the greatly inereased output 
of the electronic industry. 
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Beginning with the First Five-Year Plan in 1928, and 
continuing in all subsequent plans, first priority was given to the 
ine*alla?iomf rapid communication facilities, second priority to 
the orovision of underground cables to link key cities with Moscow, 
third to the extension of overhead lines, fourth to increase the 
number and power of radio stations to improve the basic network, and 
Fifth to the extension of radiobroadcasting facilities. <A sixth item 
appeared in the 1946-50 Plan, the expansion of facilities in rural 
and remote areas, There is evidence that the USSR has been accom- 
plishing all of these intentions with the probable exception of the 
underground cables connecting all key cities with -oscow. Apparently 
the Soviet Union was neither avle to manufacture nor invort sufficient 
eable to achieve that end. In the interim the Soviet Union took full 
advantage of the steady progress being made in the radio art to over- 
come its serious wire line deficiencies. Prior to Werld War TI, the 
orinciple was enplied in the adaptation of radio to the basic tele- 
phone and telezraph system that the particular medium of transmission 
should be used which geographically or politically best suited a 
given set of conditions. There was no attempt to emnloy either the 
radio medium or the wire medium in all cases. xedio was scheduled 
to be the sole ineans in many remote areas where under normal conditions 
the employment of wire would be econ mically inadvisaple, On the other 
nand, radio facilities were to parallel in some cases existing wired 
trunk Tince. Nhere there is a choice cf media (as between radio, and 
wire and micro-wave radio) over which to route traffic, the Soviets 
would choose wire or micro-wave radio for communication security 
reasons, In fact when the Soviets saw world War IT coming they 
shifted much of tasir official classified state traffic from radio 
to wire. This practice acarently continued through the war years 
and it is believed the vractice continues today. ‘his means, that 
. where a choice of media exists, communication security would dictate 
that the wire or micro-wave radio medium be usedfs:, strategic traffic 
and the radio for innocuous public correswendence as far as practic-~ 
able, It is velieved that these general Sovict trends oermeate the 
antire Orbit. 103/ 


1. Fost World War II to date 


The trends in the development and use of Seviet Orbit 
vapid communications service have been motivated by the needs of the 
state primarily and by those of the consuminz oublic secondarily. In 
whe immediate post Worl’ war II period, effort was concentrated on vhe 
‘westoration of those facilities destroyed or devastated by the war, 
ot is estimated that this restoration veriod, more or less, ended about 
1949, witn the exception of wast German and China. In Hast Germany 
une Seviet Union removed as "reparations" much of the worthwhile rapid 
communications plant that remained intact. ‘today East Germany is still 
in the process of restoration, though some new faeilities are being 
provided, In Cormunist China, the USSR removed a ‘cod portion of the 
rapid communications facilities in iianchuria, which oad been installed 
er inoroved during Japanese occupation. By 195] it is thought that 
Communist China, excent for dianchuria, had been avie ve reach 1937- 
i938 facilities levels. It is not velieved that wanchuria has yer, 
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attained the peak level of the Japanese occuvation period. Apart 
from these exceptions it is quite clear that the Soviet Orbit has, 
since about 1919, been able to increase tne capacity of existing 
plant, to extend its plant to virgin territory, and to apply new 
world techniques and tecnnelozies created during and since World 
war IT. 


a, Wire Facilitias 


ee EMAAR a A 


In the USSK several long wire lines of stratezic 
significance nave apparently been constructed in recent years or are 
under construction in the direction cf the Aretic ani in the Far fast. 
ihese are snown on the san in Appendix 8. 


_ In the Suropean USSR the land-line from Kirov to 
Vorkuta, latitude 67° North, longitude 64° cast, via “otlas and 
Tknta, covers a distance of some 190 ‘ilometers. Three other land 
tines, running generally eastward, connect Kotlas with Volorda, 
Konosha and Obozerskara, covering a total distance of approximately 
1200 kilometers. The latter two are unconfirmed. Another uncon- 
firmea line extend@from Ukhta, north along longitude Sh° iast, to 
Nixitts:, latitude 68° North, on Pechorskaya Guba, approximately 
599 ei lohetere. Still another unconfirmed land-line extends north 
from Solixansk to Ust'Shehugoe, longitude 6h° North, latitude 57° 
Last, a distance of some 400 kiloneters, 20L/ 105/ 


Submarine cables are shown in the Yarents Sea 
from Colyamyy to Archangel via Yokan'ga, some 700 kilometers, and 
aeross the white Sea from “yalitsa to Intsy, a distance of about 
50 kilometers. | 


A coaxial Line is reported under constructicn 
delween Jicscow and Leningrad via Kalinin, a distance of some 600 
kilometers. The -loscow-Malinin section of seme 200 kilometers was 
recorteily completed in April 1952, 107/ 


Tn Asiatic USSR, one land-line extends from 
Krasnoyars’ to Dudinka at ascut Latitude 70° North and longitude 
86° Hast, generally following the rovte of the Yenisei River, a 
distance of some 1,590 kilometers. 108/ 


Recant reoorts and sans show wire construction 
of landelines in the vicinity of Yakutsl, ‘1wo lines “9 north and 
northeast from Yakuts’ to Ust'Aldan and to Krest-‘hal’. ~lahar, respecte 
tively» ani a third Line eee from Suntar te Vilruysk. These lines 
rauge in lengta from 180 to 280 “ilometers. In the Far dast, the 
Yabatsketo-flagadan lime has been recently extended to Khonu on the 
Intiginka idver, via Ust'Srednikan on the Xolyma River, anproximately 
1000 kilometers. Another significant extended line is that from 
lapadan to Klyuchi on the Kamchatka Peninsula. This line goes north 
from Magadan to approximately 62° North latitude, crosses the Penzhin- 
skeya Guba and then turns south on the Peninsula to Khayryuzove and 
Petropavlovsk and thence to Klyuchi, approximately 2500 kilometers, 

Still ancther line extends from Yakutsk south and ers to Nikolavevsk 

via Udskeye, a distance of some 1500 kilometers. 200/ 


On Sakhalin Island, the wire line from “oskal‘vo 
south + Pileva along the western coast has been extended to Kholmsk, 


thenee east to Korsakov, and north along the eastern coast to Ikha, 
ertually. encircling the island 110/ Aoproximately 1800 kilometers) 
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The ieland is connected to the mainiand by three submarine cables: 
from De~Kasti to Alexandrovsk, from Sovietskaya Gavan to Orlove 1]1/, 
and from VYladivostelk to Orlove. L12/ The first tw are relatively 
short; the third, however, is appréximately 1,200 kilometers in 
length. Sakhalin is connected with Japan by two cables between 
Korsnkov and Sarufutsu (not operating). 


These developnants shew a trend towards pushing 
ous with wire Lines te the uncovered North and East. 


In 1948 construction was underway in the USSR 
“on seme 40 thousand miles of wire line reutes. Priority has been 

' given to routes serving important areas, The use of multi-channd. 
cartier systems on existing wire lines as well as some of the newer 
onus has greatiy increased the traffic handling capacity of the 
basic systems o 


The new Soviet Five-Year Plan (1951-1955) gives 
tha following language pertinent to this sub-section. One reference 
reads: ",...To insure the further development of means of eommunica= 
tion; to increase during the Five-Year Plan, the length of intercity 
tei.ephone lines by not less than 100 percent...." Another reads: 
",,e.T0 inerease the capacity of telephone exchanges in cities during 
the FiveeYear Plan by 30 to 35 percente.eee" Specific references were 
no, made to telegraphy, nor to what the word "lines" means. It 
probably means wire lines but could include radio "lines." 115/ 


Some numerical notion of the postewar growth 
of USSR basic communications services may be useful. But since the 
wiee amd radio traffic figures cannot be separated vecause the two 
medis are integrated, the following figures include both; The 
nuaber of interurban and international conversations in 1946 is estimated 
at 80 million and in 1951, some 132,000,000, The number of telephone 
supseribers is estimated at 721 thousand in 1945 and 1.5 million in 1951. 
This is in spite of the fact that in 1949 it was reported that telephones 
were not widely used by the public and that private telephones were 
practically noneexistent. The number of telegrams handled in 1946 is 
esjimated at 176 million and in 1951 some 283.5 million. 116/ 


Appendix J gives an indication of the extent 
to wiich wire lines are being utilized to provide e "closed circuit" 
mass aural radiobroadcasting reception base. The total number of 
speakers installed is belleved to have increased from approximately 
6 willion in 1946 to 11.6 million in 1952. 


Appendix J shows the magnitude of this development 
ari the rate at which the system is being extended in the Soviet Union. 
Ths essential purpose here is to bring the mass aural radio medium 
into the far flung villages and settlements in the Soviet Union, to 
enhance group listening, and either to insure "closed circuit" security 
or tc extend listening facllitics at cheaper cost. In one sense this 
development is a reversion from the radio mediun to the wire medium 
to the extent that local distribution does not depend upon the radic 
meiium, This is partly true of the cities in which the broadcasting 
trancmitting studios are located. Urban, suburban, and ‘in some cases 
rusal areas are served by wire directly from the studio itself. Hence, 
wich only the long distance links in question, a mass aural broadcasting 
system can be operated without the use of the radio medium, Where the 
long distance links can be provided through the wire medium, dependence 
on the radio medium is eliminated altogether. 117/ 


As for China, some progress has been made since 
World War II in theconstruction and reconstruction of wire line 
facilities. It is estimated that the telegraph line length rose from 
50 thousand kilometers in 1946 to 133 thousand in 1952. For telephone 
line:, the length rose from 327 thousand kilometers in 1947 to 435 
thoucand in 1952, 118/ 
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Since the inception of the Communist Chinese 
government in 199, it 1s reported that long distance lines have 
boon restored or constructed between a number of important citiss 
ineiuding those between Peking and Nanning, between Shanghai and 
Shecheng, Shanghai and Mohien, Shanghai, and Fengtai, Shanghai 
and Luhsieu, Tientsin and Kunming, and Tientsin and Sining, among 
others. In February, 1951 it is reported that work was begun to 
connect by telegraph line Lanchou in Kansu Province with Roch te 
on the SinosSoviet border, a distance of over 2,000 kilometers. % I, 
See map in Appendix B. 


There 4a evidence that Communist China, in 
addition to extending its wire line facilities, has been increas) ng 
the traffic carrying capacity of its main lines and the density 
of its local wire line services in the larger cities. 120/ 


Appendix J shows that Communist China has 
embarked on a plan to employ the wireediffusioa technique in con» 
necivion with the development of a "closed circult" reception base 
for mass aural radiobroadcasting, 


In the European Orbit countries with the ex- 
caption of Albania, extensive reconstruction and construction wrk 
has taken place since the ead of World War II on wire lines. Old 
‘\4nes have been repaired and/or improved, Traffic carrying capaci« 
ties have been increased, some diract, official connections to 
Moscow and between Orbit countries have been established, Albania 
has done little to improve the basic system, It is slowly increasing 
the number of telaphone cireuits te the remote areas but there is ne 
éndieation of widascale plans for modernisation of the system. The 
wiraediffusion technique, im consonance with the Kremlin pattern, 
got underway about 1951.32. 122/ In Bulgaria « gradual expansion of 
“hea wire network nag been talting place in order to provide service 
<n rural areas. The reported installation of automatic and seni~ 
automatic telephone exchanges and the expansion of exchange capacity 
zeems to indicate seme prograss has been made in modernization of 
urban facilities. 323/ in Ceechoslovaltia post war emphasis has been 
placed on bringing existing facilities up to date, Mial telephones 
and automatic teletypewriter techniques have been increasingly 
applied, Miero-wave radio relay circuits have been Introduced. 12h/ 


In Bast Austria the telephone wire system has 
bean undergoing a change from manuel to dial operation. Construction 
of coaxial cable in Western Austria has recently been started and is 
to be or has been extended into East Auetria. The Austrian government 
aopes to be able to introduce long-distance dialing when these coaxial 
facilities are completed, The number of teletypewriters in the tele- 
graph aystem have been inereasing 225/ In East Germany, the main 
emphasis as to wire facilities has been the reatoration of the facilities 
confiscated vy the Soviet Union mentioned previously and the expansion 
of pre-war plant. Part of the restoration has involved the intro-~ 
duction of micro-wave ratio links into the basic wire line system. 
The use of the teletvpewriter has been increasing .126/ In Poland there 
has been extensive reconstruction of wire facilities and an expansion 
of what was avatlacle prior to the war. Progress in the integration 
of the wire facilities with the radic continued during the posi war 
periods 127/ In Hungary, post war reconstruction has restored, ex- 
panded, and nodernized the prewar system, New installations include 
four international carrier frequency cables, automatic telephone 
axchanges in major cities, extension of lines into villages and towns, 
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and the construction of additional underground cables. 126/ In 
Rumania, reconstruction and new construction of wire line facilities 
has been taking place since the end of the war, particularly in and 
around Ploesti and Bucharest, Some facilities have been dispersed 
as a security measure, Additional cross-country lines are being 
installed by Soviet military personnel. Private telephones are bei 
taken over for use by the government and military as necessary. 129)" 


No One common development in the post war era in 
the Buropean Orbit countries has been the wire diffusion techniques 
fhe growth and extent of this Kremlin pattern is shown in Appendix J. 


._b. Radio Facilities 


In the Soviet Union the employment of the radio 
resource since the end of World War II has increased interms of the 
number of transmitters, the power of transmitters, their uses, and 
their service area. : 


tn the Soviet basic system the number of radio 

stations was reported as 1,389 in 192 and as 2,92,in 1951. Sut 
these figures do not include a considerable nunber of lower-powered 
radio stations serving communities which have no other means of 
rapid communicaticns, One Soviet report states that during the 19h,7 
elections some 4,750 radio stations were in operation, 1,500 of which 
had been newly rehabilitated, It is not known to that extent if any 
radio stations had been "borrowed" from other services for those 
alection purposes. 


One development of great stretegic significance. 
is the possible Soviet employment of the micro-wave techniqua, No 
solid evidence exists of the actual employment of micro-wave radio 
systems as an extension of, as a supplement to,or as a replacenent 
for either the wire or radio (below 30,000 kilocycles) media in the 
basic system, As indicated later, however, micro~wave radio equip- 
ment has been in production for several years. 


25X11 
25X1 
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Such a reality woud have profoun 
implications for electromagnetic warfare, communication security, the 
supply of long distance radio channels below 30,000 kilocyeles, and 
the economics of Soviet basic rapid communications. } 


The number and power of Soviet mass aural radio- 
broadcasting stations have both increased since the war, though the 
number of stations, in spite of the powers employed, seemingly ara 
wholly inadequate to furnish a serviceable radio transmission base 
fer so large a country, Part of this deficiency is: apparently being 
met by resort to the use of the wire line through the rapid build 
up of wire diffusion loudspeaker networks. : 


Specifics on the trends in power of other Soviet 
radio transmitters are fragmentary, This is particularly true of 
Ney’ atations in the basic system where higher power is likely to be 
j amployed to cover long distances reliably and consistently. As to 
masa aural broadcasting transmitting stations, Appendix E shows the 
vower of each of the transmitters employed in the more important 
stations of that service. The new Soviet Five-Year Plan (195141955) 
ineludes the statement *....to considerably increase the power 
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of broadcasting stations.” 132/ The Appendix lists one S00ekL Lowa: 
transmitter employed in the Hoscow area. Several transmitters of 
power in exeess of 500 kilowatts have been reported, Ona of thear 
is known as "GolfZath."” This was a German transeltier used during 
the war for submarine communications. It was originally rated at 
1,000 kilowatts and believed to operate between 15 and 60 kilosye! at. 
TL ts now thought to be in use for submarine communications. 133/ 


Tt mast be assumed, oven in the absence of 
concrete evidence that the Soviet Union has been proceeding on the 
development ani use of strategically important techniques developed 
during axl sinee World War II. Some of these pear mention. The - 
new FivesYear Plan (1951-1955) alludes to frequencies above 30,000 
kilecyeles the use of which could have importance as to dependence: 
on frequencies below that figure in the statenent". oT develop 
the work as regards the inecrporation of ultra-short wave broad 
casting and of the radio relay network...” This statement does not 
specifically include the use of such frequencies for sirorart 
communication and radionavigetion, but the general techology 1s 
applicable for these purposes.136/ Anotuer revelation of strategic 
importance is the accumlating evidence on the Soviet development 
af a low frequency vadio navigation system similar to Loran used 
hy the US today, whieh may service both aviation and. shipping. 137/ 


‘he fact that some use has been made of Fu - 
radio and that television stations now operate in at least three 
cities indicates a beginning in the use of very high frequencies 
(WEF), ioreover, it is known that the Soviets have at their dispose 
decimeter equipment developed by the Germans. It is believed the’. 
VUF type of equipsent ie now being used in aeronautical communica ions 
to some extent. It is believed that the Soviet Union is now engeer! 
in an active progran to provide its armed forces with radlo and 
vadar-jaaning facilities. Although there exists a dearth of defiol:.e 
intelligence in this field, the Soviets have been afforded ample 
opportunity to become acquainted with Gexman jamming and antiejamaLig 
equipment and techni.quer. : 


Mention has been made previously of the improve» 
nent in engineering design. A lively interest in the very tow froquencies 
#or shore stations to be used in naval service is evident, Receive.s 
are available down to 12 kilonyeles and traneuitters down to at least 
15 klloeyeles are also available, This could provide the Soviet, 
improved frequency Plexi billit 


Y theie current . frequen s.es 


A trend to the use of the frequencies above 27 
megacyeles for short-range taetical communications since World Ver <I 
igs very apparemt, This would relieve the congestion of the lover 
frequencies as well as increasing Soviet security for tactical traf lies 
Equipment is now being widely introduced in the 100150 Mes band “o 
supplement their 2732 Mes and possibly other VHF band equipment. 
the desimeter equipment could be appliad to shipboard use, but 
no such application has been detested. The use of infra-red would 
aleo provide similar relief to the lower frequencies. 
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Uae of secure high-speed commmications such as the 
German Marine "Kurier” at frequencies below 30 magacycles should be 
no surprise. We have no avidsnce of such Soviet usage, although our 
current probability of finding out about Soviet work on such equip- 
rant or use of such techniques is almost zero. 


Mere detailed discussion of these matters may be found 
in ONT Serdal Fed6=3, 


Radio equipment mamufastured since World War IJ is very 
definitely not crude. ‘Two of the newer radios widely used in the 
Soviet Army are the RBM-2 and the A-7oA. These two pieces of equipment 
show some design sophistication and the quality of components is far 
guperior to that of radios produced prior te 1945. 138/ 


The chief trends in the radio field in Communist China 
heve been to restore the fecilities destroyed, sabotaged, or stolen up 
to the beginning of the Communist regime in 1949 and to expand the 
basic rapid cammusications system of the country in coverage and 
capaeity, China's rapid communications’ problem has been somewhat 
similar to that of the Soviet Union. The vsst inland areaa of China, 
like those of central and northern Siberia, have been without adequate 
wire line facilities. Im both cases relief has been sought in radio. 


For point-to-point basic service the number of China‘s 
radio stations rose from 50 in 197 to some 328 in 1952, aeronautical 
stations stood at 5 in 1919, and radiobboadcasting stations rose from 
6h in 1946 to 99 in 1952. Data on transmitters in other services are 
too sketchy to develop trends. The reported interest in a Moscow to 
Peking microcvave radio system is covered on page 1 of Sec. 4+.F,1,b. 


39 1L9/ 


Ag the European Orbit’ countries are generally webbed 

with wive line facilities the need for radio seems to be centered 

around the mobile services, the mass aural radiobroadcasting services, the 
international services beyond reach of wire lines and submarine cables, 
and the jamming “service". In the post World war Il period, radio 
farilities like the wire network were re-established, rebuilt, and 
expanded, ‘Ths power of the principal radicbroadcasting stations has 
genoraliy been increased. New powerful radicbroadeasting stations 
have been constructed in East Germany ani tha powers of some are progress- 
ively being inereased. With the great technological and productive 
competence of East Germeny, Czechoslovakia and famgary, it is natural 
that for their own use, as well as for the Soviet Union and other 
Satellites, modern techniques such as micro-wave radio relays 

(operating above 30,000 kilocycles) have been applied. Since this 

whole area confronts the Western World and thus becomes the first 

line of defense in depth as well as a titel industrialized area to 

the Soviet Unger itself, the Soviet Union can searcely afford to 

negleet at least the strategically important components of the 

vapid communications resources of the area. 
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in Albania the principal radio development of record 
ig the construction of a 50 kilowatt mass aural. radlobroadcasting 
station for Tirana. In Bulgaria there is reported a new, important 
radio station or center new Grigorevo village, approximately 26 
Kilometers east of Sofia. It 1s said to have been build in 1952 
under the direction of Soviet specialists and to be for both 
eivilian and military use. lhl/ 4n additional high frequency trans- 
mitter is under construction at Varna (Stalin) which is reportedly 
intended for radiobroadeasting. 142/ The introduction of radio 
coumunication between trains in augmentation of the extensive use 
of radio in connection with the operation of Bulgarian ratlroeads has 
beenreported, In Czechoslovakia several new broadcasting transmitters 
have been built, FM breadeasting and television are under experiment~ 
ation. In Bast Gernany sore money is allocated, under Soviet direction, 
for “the ‘expansion and Improvement of radio facilities than for wire 
facilities. Since the end of Workt War IT, East Cermarly has added 
several atandard AM comercial transmitters for civil use. In addition, 
several meteorological, broadcasting, and experimental ultraeshort wave 
stations have been constructed. FM broadcasting is in use on a trial 
basis, Wicro=wave radio links have been introduced into the basic 
systeme IUs/ Ti Poland the Mrst television station was opened in 
Jamary of this year. 


So Facilities Resources in Reserve. 


Of importance in any full appraisal of Soviet electro- 
magnetic warfare capabilities is.a imowledgs of ite resources in 
reserve. Unfortunately data ie not available upon which to estimate 
the nature and magnitude of auch reserve if one exists. These reserves, 
if they exist at all, could fall into four principel categories. First 
might be the radio transmitters warshoused for future assignment and 
those in the "ready" reserve wired up and ready to operate if, as, and 
when needed. Second might be the radio transmitters which ore being used 
for legitimate service now which are backed up by wire line which in . 
turn could handle the traffic. Third might be those radio transmittors 
waieh are mow handling dummy traffic to keep. the facilities and personnal 
exercised and perhaps to deceive the siudert of Soviet communications. 
Fourth might be those radio transmitters which are now handling deception 
traffic to deceive the outside wrld. This is pure speculation but the 
rgalities of Soviet capabilities in the field of strategic deception 
siggests caution in this area. Ce ea 


2. Over the Next Two Years. 


General 


the trends in the Soviet Orbit radio and wire com= 
munications profile over the next two years may be viewsd from two 
standpoints. Orie of thise is the deployment and employment of the 
plant in being. The other is the deployment and employment of new 
production. These are treated separately, but the changing shape of - 
tae profile during the next two years mist necessarily be related to 
equipment preduction performance during the past few years and per= 
_ haps during the next year in order to arrive at an aocropriate 
estimate of the profile to exist in 1954. The time lag between pro- 
duction and actual use makes this necessary. 
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a. Deployment, and Employment of the Plant in Being. 


Some clues to this projection may be gotten from 
nubseation 1, Others may be gotten from Orbit plans for the 
tmmedists futures co 


The communications elements in the new Soviet Five-Year 
Plan (1951-1955) gave an indication of the direction of developments 
that might be expected ever the next two yearso Electric power ie to be 
nade available to towns and dietricts by the construction of small and 
medium power stations, besides the construction of big stations. The 
sale of radio receivers and televisions sets is to increase. The power 
of radiobroadecasting stations 1a to continue to increase and radic 
frequencies above 30,000 kijocyeles for broadcasting and radio relay 
networka are to be used. A recent study of the production industry» 
particularly as indicated by electron tube production shows only a 
normal rate of increase in receiving tubes. However, a rapid develop- 
ment progrem and concerted effort is being exerted on tuben for special 
purposes, primarily military. The estimated increase in production for 
“he entire Soviet Bloc tube industry after 1951 is now believed to be 
much” preater than the probable capacity reported early in ‘3952 with a 
total estimated output for 1955 now predicted to be nearly three-fold 
the current 1953 estimetes. lub/ The capacity of telephone exchanges in 
vitdes (and presumably industrial ecompleres) will progressively 
JMOYSERC > 5/ The Plan is silent on equipment inpute for military and 
other etraterie purposes. It is believed, however, that long-range 
padionevigation aids, long-range guided missile radio control facilities, 
longerange radLocommnications facilities for the Red Air Force and the 
Red Fleet enjoy a high priority. Tt is also believed that increasing 
quantities of various types of wire line and wicro-wave radio equipment 
will be installed to increase the capacity of existing basic plant and 
to increase Ghe peographical coverage of these media to complement or 
replace the use of radios 


The character of the Soviet mass aural radiobroadcasting 
reception base is chenging rapidly. Though loudspeaker reception had 
baen in vogue in the USSR before World War Ii, principally in the 
‘lerger olties, the extension of wire diffusion loudspeaker networks 
ante the smaller cities and villages, begun after the war, ia proceeding 
at «a rapid rate as shown in Appendix J. 


Gemmunist China's Five-Year Plan (195361957) for the 
year 1953, the only year for which information is available, states 
that the expenditure for transport and commmications will go up about 
65 percent over 1952. Thia means tuat only some h million doliers is 
&9 be expended for communications in 1953. This Is a very low fipure 
for the state of China's commmnications plant, its transport facilities, 
and the preat sine of the country, No details are given as to what this 
expendiiure will encompass... iis/ While it may be expected that China 
will atvempt te overcome its wire line deofieioncies, construction of 
augh facilities takes time. Heres radio facilities, wich may be pro~ 
vided ab a more ‘rapid rate, will likely be installed at. an increasing 
tempo, at least‘as an interim alternative in some employments 


fhe wire diffugion loudspeaker technique is apparently 
heing exploited now, following the Soviet Union patterns — 
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The European Orbit countries, during the next tim 
yeare at least, will be increasing wire line facilities in twe ways. 
One of these will be to extend wire line service to those more remote 
poirte which heretofore have riot had such service, The other will 
he to continue to inerease the capacity of the existing telephone 
and telegraph facilities which already exist. This will be done 
principally by the use of multi-conductor-cable, coaxial cable, micro- 
wave radio links, and channel multiplying equipments. Telephone 
dialing instrumentation will probably contime to be installed in 
replacement for manual, systems, Several of the countries are consider 
ing plans for the introduction of automatic awiteching for long-distance 
telephone calls. The continuing construction of wire dif fusions 
networks in all European Orbit countries will be the principai means 
for inereasing the reception base for the domestic mass aural radto= 
broadcasting service. 


While the main emchagis can be expected te ba placed 
on the expansion of wire line facilities, some incraase in point-te~ 
point, coastal, aeronautical, and meteorological radio stations is 
probable, These countries are constructing (and plan to conetruct) — 
a number of alditional radlobroadeasting stations. These include both 
high and low power transiitters, The majority of these wili be opere 
ated in the medium frequency band, a few are for low-frequency operation, 
and a very few for high-frequency use. Many of them ar: to be low= 
powered sets designed to amplify and relay signals transmitted by main 
stations. They will be located in rural areas to increase local 
reception coverage. The more advanced countries of the Orbit are 
planning both television and frequency modulation (FM) faci Hties 
on at least a limited scale within the next few years. gs 
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g Electromagnetic 


Auy accurate estimate of Soviet Orbit capabilities of 
eniarging electromagnetic warfare must necessarily be predicated 
upon knowledge of current Soviet jatming performance. It ought to 
ba known among other things what the number and charecteristics of 
the transmitters now employed in that effort, their location, their 
normal service employment if any, and the number of hours per day 
during which they are used for jamming or are availeble for that 
purpose. Such knowledge es is available is spotty, incomplete, and 
somewhat conjectural. In the absence of such data, only raw esti-~ 
mates can be furnished. Likewise, accurate estimates on the sum to= 
tal of Soviet Orbit radlontranamitters in being, under construction, 
' 4n production, and under import from which any enlargement must stem 
can not be givens 


Section I is the base upon which the appraisals atructre 
in subsequent sections is built. 


The Soviet Orbit vapid commnications profile is a massive 
organien of great magnitedg, coverage, and versatility. Its tente- 
eles reach out over the 12.6 million square miles of the domestic 
domain and to the principal cities all over the world. It is designed 
.to serve the strategic needs of the Kremlin. It ie an organism of 
great power and it is so used. Politically it serves to obtain con= 
trol and then te retain it. Militerily 1t provides a means to exer= 
cise command and to control and utilize military weapons. Socially 
it enchances cohesion. Economically it facilitates control and 
accelerates the production and distribution of goods and services. 


The key consideration in the electromagnetic warfare uss 
of radio is the fact thatradio below 30,000 kilocycles does not en= 
joy monopoly as a madium of rapid communications for all. purposes, 
nor is it indispensable in every case where it is nomopolistic. 
Strategic pianning, systems of priorities, and alternative meansaf- 
for almost limitless possibilities to the Kremlin for the de-utiliza- 
tion of radio below 30,000 kilecycles, It is theses facts which juse 
tify the appraisals in subsequent sections of this report. 


These appraisals are predicated upon the following assumpe 
tions: 


&® That the Soviet Orbit cannot do ali. things at any given instant 
of times 


bo That the Kremlin enjoys cohesive control of the whole Orbit domaine 

¢> That, in Kremlin strategies, the end always justifies the MEANS 

be That the Kranlin would not hesitate to violate international agrete= 
monta on the employnient of radio, if it served its purposes to 
violate them. 


@> That Krenlin strategic planning and action always censiders counter 
planning end counter action (retaliation included). 


£. That convenience of the individual mist yield to the convenience of 
the Statec 


fo ‘That communication security is a component of security of the State. 


ho That the Kremlin mst depend upon rapid communication means for the 
exercise of contrel. 


i. That steady supplies of intelli.zence sre indispensable to KremJin 
atrategle planning and action, 


ofiQ= 
ag cpt gt 


Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 


Approved For Releases2604/07/@9 7 CIA-RDP92B01090R000300020038-2 


I ac ETS Taal 


A. Strategic Costs 


1. Diversion of Resources to Production of 
Warfare . Equipment, 


. Information on production and industry expansion available 
48 of 1 Jammary 1953 hae been analyzed snowing that. the increase im 
preduction of receiving tubes is about as previously estimated, but 
that the production of special or other tubs types ie nearly twice ths 
originally estimated amount. This indicates a rapid development program 
and soncerted effort is belng exerted on tubes for special purposes. 


Elect reins. f 


The electronics sector of the industry in the Seviet 
Bice furnishes equipment for the armed forces, the civil comaunications 
network, and civilian radio and television sets. Military equionent 
is given the highest priority, with communications equinment second, 
and equipment for consumers a poor third. 


fo dilustrate the cost. of a program to be used by the 
Orbit in jamming operations, it is necessary to make a number ef assumptions 
and estimates. 


It ia estimated that the present jamming operation against 
the Voice of America program utilises 820 jamming tranemitters. If an | 
all owt jamming operation was started, it probably would be at least 
deuble the present operation and, for round numbers, might use 1000 
additional tranemitters, Of, say, 1O kw power outpube 


The cost of these tranemitters in the USA might vary over: 
@ songiderable range from $35,000 for a high quality broadcast unit to a 
simple imdvetrial high frequency generators of 20 kw for $7,500, both 
gapable of accamplishing the purpose of jamning. 


A etandard Souianteattons type voice transmitter of 10 
kw would be entirely sufficient for jamming operations and ite estimated 
cost im US dollars would be $22,000. This transmitter of 10 kw pewer 
will be used for a typieal jamming operation input analysis. 


Suppose thet 1000 of the 10 kw tranemitters were | 

in one year, at the cost of $22,000,000. This cost would, of course, very 
with the power of the tranamitters, Using this figure of $22,000,000. 
and comparing it with the total produetion value of the electronic 
industry of the Orbit which is estimated to be $750,000,000 for 1952, 
the jamming transmitter segment would be about 3% of the tote] industry. 


_. Phe 1952 production of power tubes of the types that would 
be used in these trananitters were produced fer existing needa in amounts 
sufficient to fill this requiment. The additional requirement for 
operation and spares would prebably be mst. by insignificant. expansion 
of tubs plant facklities. If this transmitter program was extended to 
cover two years instead ofone year, the cost would then only be 1 1/2 
of the estimated total electronic industry. 


The cost. of antenna syetems would depend entirely on the 
types used, and thess could vary from a simple curtain type te elaborate 


nulti-tower dnetallations, thus no effort is nade to include the estimats 
of this cost. : 
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It is felt that the 1 1/26 or 3% cost of the equimment 
eould be absorbed without any serious displacement in the olectronis 
industry . greatest cost to the national economy would be the 
disruption of internal radio sommunications facilities that would have 
to be replaced with other methods of commnications, such as wire linc, 
mierog-wave, and eirmail. soncentrated jamming program by the 
Orbit of external channels would be bound to alaco jam sane internal 
CReMMels .. 


Racent estimates indicate that the electronics industry 
ef the Soviet Bloc is capable of providing simultaneously a miniman 
Revel of civilian radio and television equipment, an entirely adequate 
civilian and military coamunications network, and a large amount of 
high-priority military electronics squipment. Although the Sovlet Bloc 
is not able to manufacture unlimited quantities of all possible categories 
. @f electronie preducts, all evidence now indicates an entirely adequate 
.. supply of these military and essential equipments whish the Soviete 
consider important... In view of the over-all magnitude of the Soviet Slee 
electronics industry, with ita heavy concentration on military and other 
specialised items, it is believed that the industrial effort whieh would 
bo required for a large scale praduction of electromagnetic warfare 
squipmen® could be vrovided without neticeable effort upon existing 
essential electronics preduction quotas. In brief, the strategic cost 
of diverting industrial resources to the production of additional slectre’ 
wagnetle warfare equipment could be provided without noticeable effect 
ypon eee essential electronics production quotas. 


2, Diversion of Comounieations s Facilities 1 from Norm Normal 
Service to Gisctromagnetic Warfare Service. 


One quick method of arriving at the estimated sum total 
mauber of existing Soviet Orbit transmitters is to use the reported 
number of radio transmitter stations locations which are shown on the 
map in Appendix B to establish a minimum. There are some 2,300 lecations 
- Sndieated on the map. Assuaing that exch location contains at least ons 
radio station and that each radio station contains two trananitters, one 
for working and one as an emergency spare, ths minimum number of trans~ 
mitters comee to some 4,600, If 44 is assumed that. the emergency trans~- 
mitter at each of the 2,300 locations mentioned above were deveted to 
Jjemming operation, it can be seen that sufficient equinmment is at hand 
for a substantial jamming effort. Obviously many lecations contain many 
more than two trangmitters. Moscow, for example, is not only the 

eqmaunieations focal point of the USSR, but also of the uhole Orbit. 

dt is estimated that at Moscow there. probably are several hundred trans~ 
nitters operating in all of the various services covered in 

this report. ({Asswaing simultaneous need, there are at least some 30 
for euamunications with other main USSR centers; soms 35 for 
rommunication with other Orbit and non Orbit countries; sone 

29 for radiobroadcasting of various kinds; unteld numbera for 

eecomd, third, fourth, ete. clreuits with main centers whore: the 

lead is high; and obviously others of significance in the asronautical, 
noritime, meteorological, etc.services). Other main and minor centers 
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of graduated lesser importance, numbering in the hundreds, probably 
have transmitters numbering somewhere between the several hundred 
figure for Moscow and the minimum figure of two. Using an average 
figure of 25 tranamitters in addition to the minimum two for say 
200 min and minor centers, this comes to another 5,000 units, or 
a sum total of some 9,600 significant transmitters, 


There are believed to be numerous conjectural means 
by which the Kremlin could enlarge electromagnetic warfare through 
- diversion, Only operational means are considered here. Certain 
technical means, not considered appropriate in this report, are also 
available. Some of these operational means are covered in the 
following paragraphs but not necessarily in the order in whieh they 
would be invoked if available. | 


a. Use of Normal Spare Emergency Tranemitters. 


Though Soviet policy with respect to the 
provision of spare transmitters is not known, it is normal practice 
in most modern coutries, where continuity of service is a factor, to 
provide such "fallback" facility. Pursuent to the estimate already 
made that some 2,300 zadio stations may have spare transmitters, it 
appears from this that a most considerable number of useful jammera ; 
could be derived from this source, 


be Use of Dummy Service Transmitters. 


In the strategic employment of comnunications, 
palligerent nations over the years have gought to conceal the imminence 
of an operation as reflected in surges of communication activity by 
loading the channels between these surges with dummy traffic, It is 
not known whether the Soviet Orbit utilizes this procedure today but 
4% must be aware of its valus.. In any Soviet compression of the use 
of radio these troughs between crests or surges would tend to disappear, 
thus releasing some transmitters. 


e»  ‘Trahsmitters Used for Practice Purposes. 


It is not uncommon to give final training te 
radio operators and at the same time keap facilities in a state of 
operational readiness for any assigned mission by handling practice 
traffic on live circuits, It is not knowte what extent this training 
aid is used by tha Soviet Orbit. If used, suspension of the practice 
would release additional transmitters for jamming. 

de 


Transmitters Handling Deception Traffic. 


Communication strategy includes the transmission 
ef traffic designed to misinform potential and real enemies. The 
tachnique is an old one, undoubtedly known to the Kremlin, It is not 
known to what extent this practice is being used today, if at all, or 
what if any plans the Kremlin has made for ite feture use. If used 
today, suspension of the practice would release an unknown number’ of 
transmitters for jamming purposes. a 


e, Strategic Spare Transmitters. 


As a safeguard against revelation to potential 
enemies of the existence of certain strategic radio transmitters, is 
seems likely that the Soviet Orbit would provide in readiness for 
strategic use, if, as, and when necessary, considerable numbers of 
transmitters which would not otherwise be used at all. 
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Nothing is known of the actual existence of such tran ers 

Soviet Orbit, but it must be assumed, in the interest of safety, that 
some exist, If they exist and Kremlin strategy so dictated, they 
could be invoked to fortify a jamming campaign. ; 


f. Transmitters Performing Non-essential Services. 


It is speculated that one of the more protific 
sources of additional transmitters for jamming operations wuld be the 
reduction or suspension of noneessential wire and radio services. 

This epplies particulary to the domestic and international point-to= 
point and mass aural radiobroadcastingo , 


(1). Domestic and InternationlPoint=te int 
ervices. 


: The Soviet Orvit point-to-point services 
handle considerable quantities of so-called public correspondence, 
telegrams and conversations of the public, as private individuats. 
This may he called system "slack." The percentage of slack to total 
traffic is probably much less in a noneconsumer, non-free enterprise 
economy, like the Soviet Orbit, than in true democracies, Yet ig is 
believed-to be significantly appreciable vis-a-vis electromagnetic 
warfare enlargement. It is probably not beyond the realm of Kremlin 
decision to decree that such traffic is non-essential and hence to 
suspend its handling by rapid media. Probably the great bulk of such 
traffic: could be diverted to air mail, regular mail, and other media 
while some would simply diaappear. In the interest of communication 
security it is likely that under normal circumstances, where a choice 

of media is between wire (land and submarine) and radio, this innocuous 
slack traffic would be handled by radio, wire facilities being saved 
for intelligence-containing strategic traffic, The cessation of such 
traffic would directly help to release radio transmitters and at the 
same time indirectly enhance the capacity of wire facilities for such 
strategic traffic as in now being handled by radio, thus pessibly 
releasing additional transmitters for jamming purposes. 


(2). Mags Aural Radiobroadcasting Service. 


The tabulation in Appendix E shows a 
total of known radio transmitters employed for mass aural radio- 
broadcasting in the Soviet Orbit of 421 transmitters. Also shown are 
the bands in which they operate and the power categories into which 
they fall. It is possible that some of these radiobroadcating trans= 
mitters are included in the almost 900 transmitters now thought to be 
employed in jamiing, full and part time, Assuming, however, that none 
of these radiobroadcasting tranemitters are presently operating as 
jammers and that the Soviets might, for strategic reasons, decide that: 
radiobroadcasting in its present form is noneessential, all or most 
of these radiobroadcasting bansmitters could be diverted to jamming. 
This extreme situation would increase the number of transmitters that 
could be diverted to jamming, by approximately fifty percent. 


There is some evidence to suggest that 
mage aural broadcasting, at least domestically, is progressively 
depending less and less upon radio as the link between the studio and 
the listener in the Soviet Orbit, Appendix J points up the trend in 
broadeast reception. It shows that mass reception by radio is. 
apparently losing ground to mass reception by wire, The wire diffusion 
net, of which thera are already tens of thousands in the Orbit, is a 
cloged invulnerable system offering absolute govermment control of 
program selection. The wire diffusion exchange center from which the 
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wire lines to the loudspeakers radiate is in effect a broadcasting 
studio, Party members are in charge to insure sanitation of progran 
content. The center not only relays programs from broadcasting 
stations but can and does originate programs. It usually contains 4 
microphone and transcription equipment. Many of these centers enjoy 
wire connections to the nearest city containing radiobroadcasting 
stations. Some of the wire diffusion exchanges still have to rely 

on radio receivers for the reception of programs which are fed into 
the lines servng the loudspeakers in the network but the areas _ 
dependent cn radio links are decreasing. The cities and villages of 
the Orbit ere reaching toward the radiobroadcasting station cities 
with wire and thesesane cities in turn are reaching ovt to other cities 
and villages with wire, The nonewire or.radio gap seems to be closing. 
with wire line circuits gradually assuaing more of the distribution 
function. 


Oo In the meantime the longer distance relaying 
tin’s, such as between Moscow and the other main radiobroadeasting 
centers are generally radio, though some relaying is done by wire now 
and with the expected installation of additional wire line circuits 
more transmission of prograns by wira can be anticipated. In the 
meantime, dependence on the radio link for rebreadcasting sould be. 
overcome by the transport of program transcriptions and script by air, 
rail or other mesns. Because the Soviete can control the timeliness 
of all news reaching the masses, the importance of this factor in the 
reporting of news is not as great as in, for instance, the U. 5. 


Shovld the Kremlin decide that it were 
strategically desirable, some increment in jamming transmitters or 
jamming transmitter time could be obtained from the discontinuance of 
its international radiobroadcasting service, as reflected in Appendix 
G. As it is Mikely that some of the transmitters tabulated in Appandix 
E are employed in the international’ broadcasting service, 1% is not 
thought any great increment could be derived from the suspension of 
this service. 


(3) 9 Others. 


; As for other services there seema little 
‘“Wikelihoad that any appreciable sources of additional transmitters could 
be obtained from other services. Some of these services employ large 
quantities of tranamitters but the powers are probably lew, such as the 
landemobile services, In somo other services, the functions they perforn 
ara thought to be too vital to suspend. These include the aeronautical 
and maritime mobile services, The tabulation im Appendix C shows that 
the Soviet Orbit operates 22 international radio circuits, Some 7h 
of these redio circuits are between Orbit countries, and the remaining 
168 radio circuits are with non-Orbit countries. While probably 
several hundred additional transmitters of considerable power might be 
_ derived from this service, there is grave question as to whether it 
would be strategically sound for the Kremlin to forago any of this 
service, Within the Orbit they are probably necessary to back up wire 
command circuits, Externally they seem indispensable to maintain 
commercial, diplomatic, and intelligence lidison. for the prosecution 
of Soviet aggressive foreign policy and Communist operative activities. 
However, foreign reaction to my aggravated cold war tecties on the 
part of the Kremlin could rest in foreign suspension of Soviet Orbit 
cirevits, thus releasing Orbit transmitters for jamming uses. , 
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Loyed Only Part Time in Essentiak 
Services. a 


Not all transmitters in all services are used on 
a full time basis around the clock. In fact it seems probable that 
most transmitters are not so used. But transmitters assigned to 
circuits where readiness-to-service is a vital factor, rather than 
steady traffic volume, should be eliminated from that large groupo 
Included in these are strategic command services, military, aerc= 
nautical, and maritime comunication services and radionavigation 
and radio control services, Of the estimated large remainder, among 
which are the hundreds of lightly loaded point-toepoint, meteorol= 
ogical, and other services, many hours of jamming service availability 
seem evident. 


h, Transmitters Conducting Services Which Can Be Shifted 
to Other Media. 


The principal alternate rapid media for point-te- 
point service are the wire line and micro-wave radio, The map in 
Appendix B shows the areas in which there is some wire line avail- 


‘ability. No data are available on the existence of micro-wave radio. 


In the wire line areas, when radio is used also for point~to-point 
service, traffic could be shifted to wire facilities, thus releasing 
significant numbers of transmitters for jamming purposes, 


i, Transmitters Released by Acceptance of Delayed Service. 


Acceptance of delayed service can contribute to the 
availability of transmitters for jamming service. Under conditions 
where delayed service policies can be tolerated, the traffic lead is 
adjusted to the facility, rather than the facility being adjusted te 
the traffic load, Minimization in use of facilities is thus achievable. 
There are at least three methods by which to do this. 


(1). Reduction in the Number of Direct Circuits. 


This method is best described by illustration. 
If the 30 assumed main communications cities of the Soviet Union in 
fables 1 and 2 section L-A=-l-a-(1), which shows the highest number of 
frequency assignments, each communicate with each other in both 
directions all at the same time, the number of transmitters involved 
48 30 x 29 or 870 transmitters. If the service can tolerate delays, 
traffic relaying can be invoked, thus reducing the number of cities 
involved in joint inter-communication. If the number of cities is 
reduced by half, to 15, then the number of transmitters involved under 
the same conditions would be 15 x 14 or 216, a reduction in transmitters 
of about 75 percent. While this piles up traffic at the fewer centers, 
the procedure under (1) is spplied, 


(2). Invocation of Priorities in Traffic Hand).ing. 


There is evidence that the Soviet Orbit now 
bases tariffs upon priority of service classifications. Under strategic 
necessity, the relative classifications might be retained but the over=- 
all speed of service from origin to destination for all classes might 
be appreciably reduced, New priority classifications to cover various 
classes of governmental strategic traffic could be invoked, if they do 
not already prevail, 


(3). Flattening Out of 2heHour Traffic Load Curve, 


Combined with the other elements in this subsection, 
Leveling off of the load curve so that channels of communication are kept 
loaded to capacity over the 2h-hour day, and deliberate procedures for 
feeding traffic into the system around the clock, maximize circuit 
efficiency and thus help to reduce transmitter requirements. No estinate 
can be given as to the number that can be released for jamming missions 
by the application or further application of these methods. 


bbe 
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dj. Increase in Speed ani/or Capacity of Residual Facilities. 


The number of required service transmitters can be reduced 
by increasing the speed at wnich they trenemit telegraphic traffic. However, 
ther? are operational, technical, and propagational limits to which this can 
te done, The capacity of a transmitter can also be increased by increasing 
the muaber of telegraph and telephone channels served by a single transmitter, 
The gene limitations apply as those of increased speed, It is not known to 
wheas extent Soviet Orbit trenamitters ure operating maximally in these respects. 
1% seems safe to aseume that the Soviet Orbit is capable of squeezing out 
@iditional capacity from many of ite transmitters, 


k, Reduction of Servics. 


To squeeze out additional tranemitters for jamming purposes 
it is probadle that the scope and/or depth of almost all radio services could 
be weduced in one way or another, The amount of reduction achieved would 
oaviously very with the strategic or economic importance of the service 
caurvently being rendered, eduction is an alternative to elimination of & 
service altogsther and offers a wide range of qualitative and quantitative 
cacices, Thia method is involved in some of the methois previously described, 
tat here it st-esses a specific approach which should be fruitful if broadly 
wopiied to all uses of radio in great detail. Unier critical conditions, 

1% Sa usually found thut what is thought to be essential or necessary radio 
service can be dispensed with or greatly reduced with little or no adverse 
effects, Significant numbers of additional part time or full time trans 
mitterg may be made available for jamming from this source, 


-1]. Reduction in the Number of Transmitters at Locations 
Conducting a Variety of Radio Services. 


Locations conducting a number of different radio services 
may have asgigned one or more individual tranamitters to each service con= 
ducted, Thie practice is not always. necessary where the services performed 
ave not continuous or where readinese-to-serve is rot a prime factor, For 
example, if a meteorolegical radio station is equipped with a transmitter 
for the collection and/or dissemination of weather data and the station 
4¢self is also a unit in the basic communications system, for which it has 
8 second transmitter it is possible that one tranamitter could perform both 
gervices; Normally weather report transmissions are periodic and bagsie 
communications system traffic at many isolated weather stations locations 
is relatively light. Under such circumstances it is possible that a single 
teanemitter would suffice. Tnis technique might be a likely source of 
aliditional jammer transmitters. 


m, Seheduling of Residual Radio Services. 


It ig possible that in some radio services which nust 
be conducted under all or nearly 411 conditions and circumstances that the 
garvice can be scheduled ag to time, geozraphic area, frequency band, and/or 
transmitter assignment. These elements might be brought into schedule singly 
o” im combination to arrive at a plan of operation which would produce an 
ootimum availability product of tranemitters, time, area and frequency band 
for jamming operations, 


The enumerations (a) through (m) in the foregoing give 4 
mwimber of possible methois by which capability of enlargement of electromagnetic 
warfare might be achieved, Since it is not. known to what extent these methods 
ave now employed to achieve current jamming performance, no quantitative esti- 
mate can be hazarded on the increrent that could be derived therefrom, NoWever, 
if the methois are consijered in their entirety, it is believed that full and 
tiorough exploitation of them would appreciably enlarge present capabilities. 


The strategic cost of utilizing these diversionary capabili- 
ties is thought to vary exponentially with the extent of their utilization, 
14, da believed to be true because rapid communications are fundamentally 
means for accelerating human action ani accelerated human @ction in turn 
iipeses demands for additional accelerating means. 
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3o Diversion of Manpowex 


With respect te the enlargement of electromagnetic 
werfare, the diversion of manpowar falls into two broad cateporiess 
Diversions from existing radio services and diversions from other 
sources to men new facilities, 


jamming effort would be for additional radio monitor operations, 
transmitter attendance, and jamming network control operations, It 
would seem that most of these requirements could be met by those 
released through curtailment of legitimate radio service operations. 
However, from the standpolst of the whole manpower supply, som 
additional manpower would be consumed directly and indirectly in 
consequence of curtailed rapid coxmmications Sexrvicess 


4 the econstruction,. installation, operation, and 
meintananee af new going fecklisies would Gisestay aneski. UE CONE ET 
tion of additions] supplics of traLaed manpower. 


ho Maximus Utilization of Present Gepabilites Over 
thea Next Two Years. oes 


The strateric cost of maximum utilization of present 
capabllities (as developed in section 2) -over the next two years 
are considered to be almost intolerable. If on the other hand 
new jamming facilities were manufactured (as mentioned in section 
1) and the unused facilities such as emergency transmitters were 
utilized to the extent needed for effective jarming at external 
communications systems it is quite possible that the overall 
Strateric cest would not be intolerable, and well within the 
capabilities of the Soviet Orbit, it is true that to provide 
material and manpower for new construction some diversion of 
resources would be required, but it is thought that this could 
be obtained from the less critical Drorrams. This is believed 
to be sowithout consideration ef the potential effects of 
retaliatory jamming. 


One of the prime objectives of the Kremlin is given ax ' 
the rapid expsmaion of the stratepie power (both economic and military) 
of the Soviet Orbit. It seeks te achieve that expansion at an accelorat- 
ing rate. id communication, an accelerating rescuree iteelf, must 
precede and keep pase with thin expanaion. Any modern economy becuse 
of the complexity and interdependence of the varloug activities of the 
nation dees have adequate facilities for rapid communication. In the 
Soviet Orbit where control has been centralised to en extremely high 
ceprea sad where senortic and military activity is digpereed ower 4 
huge poceraphiesl area, rapid and sure communications are necessary and 
essential, In the case of the USSR itaeif, in which the prepondenance 
of new sxpansion is taking place east of the Urals ware rapid 
communications facilities are searee ( particularly landlines) there ig 
iiftie doubt thet increases in these facilities will inevitably comtimu. 
Henoe 1t would seem that the Soviet Orbit would need te develop more ani 
mora of these resources rather than to consider any alent ficant 
curtatinent ‘thorein.. 
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Where there is a choice of media the Kremlin can favor 
wire over redlo, or physical media over both, There is grave queation, 
however, whether the Orbit, at least in those huge areas woere rapid 
commmications ragcurces are relatively undeve*-ped, could afford the 
luxury of doing anything iteelf that would diminish: or tend to diminish, 
for the next two years at least, the rate at which 1% seeks to atcalerate 
the growth of stratepic power, Nor does 1t seem likely, for the same 
reasons, that the Orolt would cherish the potential retardationsl effects 
of retellatery jemnine upon thet rate. 


Maximum utilization could impair the politically 
cohesive and control benefits of domestic mass aural radlobroad- 
easting, theagltative and propagandistic potency of international 
mass @urel and presa radiobroadcasting, the efficiency of economic 
_ performance, the culture], and social satisfactions of the people 
' derived through, and from rapid communications services, and the 
strategic and tactical contributions of radio services. for the 
exeroige of military command and the effective deployment and use of 
military weapons, ° 

So Increasing Present Capabilities over Next 
Fone as a ee ee nerone 


Om the basis of the post-World Wer II rate of growth 
ef vapid commnications facilities in the Soviet Orbit and of the 
production and importation of the means for providing those facilities. 
4% seems clear that the Soviet Orbit could: markedly increase its 
electromagnetic warfare capability. The amount of Increase would of 
course dirsctly depend upon Kremlin intentions with respect to jamming. 
Tf future jamming potemtial dominates production planning and rapid 
communications syatematization in such wise as to diminish dependence 
on radio below 30,000 kilocycles, the increment in capability could be 
large. The use of wire, and radio above 30,000 kilocycles in all 
feasible aoplications, as well as enlargement and improvement of 
rapid physical transport, would accomplish this. 


‘But sven without any Kremlin intentions to enlarges 
jamming capabllities es such, the prowth of radio facilities to 


support all other plans and intentions would automatically yield an. 
increase in sapabllitys 


. tj, § 3. 
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Bo Militery. Coste 


i, Diversion.of wiltterr resources. fo production. of. BLELELO- 
nagnetic warfare equdynant 


¥f there should be a policy deodeion to enlarge the acope of 
offensive clectromagnetic warfare, the decision would be military as well 
ap political, There vowld, then, be no question of diverting military re~ 
sources, but rather of re-allocating equipment supplies. 


There have been reported shorteges of eritical materiais in 
the electronics industry, ani the continued import of certain oritical mate- 
risis (sequired from Western sources covertly or through trensshipments) in- 
dieates the possibilities of low inventories or en effort to stockpile, How- 
ever, the iow rate of outont of transmitters and transmitting tubes, partic= 
vierly in East Germany, is at least partially due to leck of demand. Tt is 
bolieved that production of high-power transuitters under 50 megacycles could 
bo increased significantly without diverting larga amounte of critical rec. 
sourcaa, The requirements placed woon the electronics industry in a state off 

anlarged electromagnetic warfare would be fully commensurate with the (cap 
aeity of the industry to sustain increased production. 


2. Diversion of Miiterr Commmication Facilities Mesa Norma, 
ioruise te Electromagnetic Nanfore Service 


from the ueager information available, 4+ appsars that the basic 
commenieations network within the USSR offers relatively littie cushion, and 
from this it might be postulated thet the military networka offer little excess 
capacity. If this isa trues, diversion of military coummications facilities from 
normal service to electromagnetic warfare might eliminate available cushion smi 
reduces needed capacity. 


20 6 Bizerelon..of Manoauar, 3 


Military personnal presently engaged in comuunications could, ami 
probably would, be used to ecaduct electromagnatie sountermeasures (ECM), "Whe 
more obvious tyves of jamning could be conlusted with little or no additional 
training, whereas complex types would require commensurate training. 


"3 fia boldeved that the sacle of eleetromgnetic warfare could 

be geaatly inerenasd without signiffeant diversion of manpower used in the pro=- 
duction facilities of sleetrenic equipment. A large reserve of trained man- 
power can at any time be diverted from oreduction of civilian tbroadeast reesivers. 
television receivers and other non-critical end-products to whatever priccity 
tasks confront the industry, There ie little doubt that, within a relatively 
short time, the electronica industry itecif oan affect the necessary renllosa~ 
tion of Inber, without affecting other imdustries or tapping militery manpower 
PESOUressy,, 


. 4. Militery cost_of current, effort 

= a 
The military eeat currently cannct be distinguished from the 
tetal costs i 5 
The predustion cost "of this offort may ba considered military 
or nogwmilitary, joremine won ieee aml effect. TH ie known thet 
neoe kay Satellite electranias manufscturera produce dominantly for military 
purposes aml in several cases xp to $0 per cent of such ontrut is deatined 
fey the USSH. The. spare%ty of jnfernation on all alectronics proses ten USBe2 
fal in eleairovapnetic warfare precludes an estimate of that vortion whish may 
te vousidered strictly military. 
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5, Maximum wi ilisation of preseny conabilities (over nart two years 


Maximum atiiisation eof present capabilities over the next tus 
yeare would place a mine” additional strain on the production facilities that 
support the jamming effo::, Maximum utilization of existing facilities woakd 
be reflected in a height«:ed demand for replacement tubes. The electron tubs 
industry is believed capale of meeting this demand; indeed, there ara BSFATR 
examples of production tyra shift and induced speed-upa to turn out tubs typer 
in critics] shortage, Housver, the military cost of maximum ubilisation of 2/1 
piant is not readily asses:able, 


the eleztron tube industry, The level of output of tubes is tho key to séasur- 
ine the eapability of the elestronics industry. In tas tube industry of the 
USSR five new plants are reposted to be im process of construction at the pre- 
sont time, It is most legica: te assume a corresponding expansion of the depend- - 
ant oleatrontas assembly and components partes industry. 


While the avaliable evidence doses not parmit the determi nation 
ef where emphasis ia being placed in the developmenS of additional piant, it 
48 certainly reasonable to oxpect that the raquirements of an electromegnatic 
warfare program age wall in the fore, We ean anticipate that the industry will 
he geared to support the conatantly increasing capability of the janming not 
#OPKBS » 
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TIT, Vulnerability and Probable Effects of Retaliation Upon Orbit 
ommunication: stiong. . 


In this report vulnerability does not refer to the susceptibility 
of Soviet Orbit radio circuits to the direct technical effects of 
radio propagation generated by retaliatory electromagnetic warfare 
operatione. Those effects are treated in other reports. For the 
purposes of this report vulnerability is defined aa the susceptibility 
of. the Soviet Orbit to disruptions in the exercise of the sum total 
activities of the state in all of its ramifications, in so far as that 
susceptibility is conditioned by rapid communications, Here the key 
to an assessment of vulnerability is the measurement of the strategic 
essentiality of Soviet Orbit radio services for that purpose, In thia 
report the "probable effects of retaliation" encompasses an assessment 
of the harm that retaliation ean inflict upon those inatmmentalitics, 
assuming that retaliatory oleetromapnetic warfare is e ffective, 


A, Vulnerabs E80 


The degree of essentiality of the contribution that a rapid 
sommunication resource makes to the sum total activities of the state 
in all its ramification is considered to ba the measure of vulnerability 
of that resource. Where there is no essentiality, there 1s no vulner: 
ability. To avoid delving into abstraction, it 4s necessary to limit 
consideration here to strategic essentialities, Where easentiality is 
strategic, the vulnerability 1a concomitantly strategic, Seetion I gives 
some clues as to the strategic essentialities of rapid communications in terns 
of surmised service performed. ‘apid communications channels may be cassie 
fied according to the strategic essentiality of the service they contribute. 
These are command channels, intelligence channels, operational channsls, and 
support channels. To assess vulnerabilities, it is necessary to exanine 
the existing capabilities of the Soviet. Orbit rapid communications pro:"ile 
to suoply the four classes of fumetional ehanneis mentioned. 


Lo 


Command channels are those channels required for the 
exercise of sunreme authority and control, Their lack of availability 
may jeopardize the safety and security of the Soviet Orbit or a portion 
thereof. All segments of the Soviet Orbit hierarchy are assumed to 
require the use of such channels, Politically they are vital to contrel 
and cohesion of the masses of peoples and for the execution of domestic 
and foreign policy. Feonomically they are indispensable to centralizec 
economic control of production and distribution, Militarily they are 
vital to the exercise of air, sea, and land power, Such channels are 
likely to emanate from the headquarters city of the country and from 
alternate emergency headquarters cities to all strategic points in the 
domain. Moscow may be assumed to enjoy direct command channels to ail 
Orbit eomtry capitals, to all USSR Republics and other political sub=j 
divisions, as well as to economic control centers and principal head- 
quarters of the army, navy, and air force wherever located, 


Command channels are not necessarily channels of volume 
service. Instantaneous readinesseto-servo, certainty and security of 
service are the prime prerequisite of such channels, Such channels are 
not apt to be cluttered up with administrative or other traffie which 
may impair the instantaneity of availability for command communications, 
It is surmised that such channels in the Soviet Orbit are backed up 
with alternate channels as protection against loss of the primary chennal 
through sabotage, accident, or acts of God, As ia seen in Appendix B 
tre European vortion of the Orbit is well covered with principal wire 
line facilities, Primary, secondary, and if necessary, additional fall- 
baek channels may be available over two or more different wire line 


routes {and in some places microewave radio circuits as well Within 
thia Furepean area rhttie i¢ any dependence on the radio welt ot 
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point-te-point command channels appears to prevail for intra area 

service. But even here sabotage of wire lines (and micro-wave circuits) 

by antieGomnunists in satellite countries is a fsetor. East of the 

Urale ami in large portions of Commmist China the sivuation is 
markedly different. Wire Line cove is not only facomlete, bus BAGS 
siternate wine line routes do not exist; the cnly complete transcontin- 
ental. route follows the trans-Siberien Railread. Here dependence upon radic 
as a repid madia appears heavy. However, the dependability of a radia. 
cirovit varies with 4te length. Furthermore, eince the susceptibility 

of « wire line to interruption or operational maladjustment is a d.rect 
funetion of ite length, wire command channels between, for example, 
Moscow ard the wire line points to the far north and east can searaly. 

be depended upon for readiness~-to-serve continuity. 


As for international point-to-point command channels 
which serve foreign political, intelligence, and «gitative needs, 
dependence is unavoidably heavy upon radio. Wire lines are 
available on an intra-continental basis and some, but not ali, 
continents are intercemnected by submarine cable. But even where wire 
facilities are available, relay of traffle throug neutral or unfriendly 
(to the Soviet Orbit) countries would render such relayed traffic subjec® 

to delay, destruction, or compromise, The Soviet recognition of these 
wwinerabilities accent thelr provision of the se-called "closed" inter-- 
national radio channels, of which these reported to exist are listed 
in Appendix D. 


Fron the material at hend and anelysed for this rvport, 
4% seona convincingly clear, if one attempts to view the Soviet domain 
and the rest of the world from the vista of the Kremlin, that the 
wolnerability of Soviet command channels is rather high in all areas 
except possibly in the Buropean Orbit. 


‘a. Tatelligence Channels. 


Data waz net available on the existences end character 
ef Soviet Orbit intelligence chammels. Undoubtedly some exist... 
thay 4° mentioned hers because their strategic impertance should 


ri reoognized and efferte should be made te fill. gaps in information 
SLIMY Gy - 


: 3. Queretionsl, Channels. 


. Operational channele are those channels required fer 
the optimum deployment and employment of strategic power an tire 
is precious and dependatility of service vitel. Prom the aspect of 
depemience on redio, operational channels are of two principal types. 
One type, the non-mobile, partly depands upon radio as the medium 
The other, the mobile, depends almeat, wholly upen it. : 


* this statement refers to the strategic meaning inss- 
much aa parallel dines do not exist with separation exceeding 20 
miles, Technically thera are 6 separate pole lines paralleling the 
Seeng Siberian Reilroad from the Uralk asrosa Siberia, These pole 
lines are saparated by a distance varying from 100 feet to 100 yarcis. 
This spacing, while not important from the s tandpoint of ites 
capture by a forsign power, substantieliy decreases the vulnerability 
of the lines tedemage from such unpredictable evants as falling poles, 
breakage of cross-arma, short-circults from broken wires, train wrecks, 
and weather conditions. 
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So NohsMobile Operational, Channels. 


Tie services performed by non=mobile (includes 
portable) operational channels are somewhat of the same type as 

point-to-point command channels, but the urgency, importance, and 

dependability of the service they perform may he of a lower order. 

ALL segments of the Soviet Orbit hierarchy and subordinate echelons 

(qolitieal, economic, air, sea, and Land) require the services of such 

channels, The urgency, importance, and dependability of the mrviee 

generally varies directly with the orgenizational level of the echelon. 

They may be lovked upon as command=-tectioal channels, subordinate only 

+e comand chanmels themselves. There are apt to be many more of these 

non=mobile operational channels than command channels. While the wire- 

radio media facilities relationship with respect to command channels 

heldy for non-nobile operational channels, the lesser exacting service 

requirements permit, at least in some cases, the employment of less 

rapid communications facilities, such as the rapid forms of transport, six, 

reti, ahip, and vehicle, Hence the vulnerability of Soviet non=mobile 

operational ehannels is still. high, bat not so high as for command chararwo 


bo Mobile Operationel Chanheds. 


Mobile channels are those operational channels which 
cannot perform their service without the use of the radio mediums For 
this raason they are, 63 e group, the mest crucial to Soviet Orbit 
alectromagnetic warfare considerations, Tha services which these 
ehamelis conduct are today vital to the development and employment, 
edvil end military, of air, sea, and land power. They contribute to the 
effectiveness and acceleration of economic activity, and they aid in the 
exercise of political control and surveillance. They fall into tw 
general types, One type is the mobile communications channel, the other 
ig the radionavigation and radio centma) types 


(1) Mobile Communications Channels. 


Mobile communications chamels are those channels 
which utilise the radio medium for commnications between mobile unite, 
guch ap aireraft, ships, vehicles, and trains, and between lend stations 
ami mobile units, There ara thousends of these all over the Soviet 
Orbit. The length of the channel renges from a few miles to thousands 
of miles, ‘The volume of service rendered per channel is generally not 
high, but the urgency, importance, and dependability measures of the 
service requirement grows larger and larger as mobile units, such aa 
aireratt, ships, and tanks become larger and more deadly, and the 
number of units organised inte a flight, force, or squadron increases. 
Tre wulnerability of the service these channels conduct depends upon 
the number, characteristics, and the type of missions of the units 
involved and could approach the strategic importance of command channei#, 
as in the cease of a large flight of long range bombers armed with atomic 
bombs on an attack inigelons 


(2) Radionavigetion and Radio Control Channels. 
Radionavigetion channels are those channels which 
serve ag aids togafe and accurate air, sea, and land navigation, both 
_givil end military. They also furnish location data for bombing and 
other miagions, Radio control channele are thoes channels which may 
furnieh control of guided missiles. ‘Thera appear tobe considerable 
wunbers of the former radio service charmels, but nothing is known of 
Sorlet Orbit gulded wigsile contrel chammela. The combat need for 
Laree numbers of radionavization and radio control, channels is pro= 
vebly not continous, In fact 1t is well. to suspect thet the more vital. 


aie 
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of these channels are shrouded in secrecy to be employed only if and 
when it becomes strategically and tactically imperative. Non-combat 
needs are assumed to be continous, serving all useful activities of | 
the Orbit, political, economic, and military. Some of the radic= 
nevigabional facilities are shown in Appendix F, but there are believed 
to be many more ef them. The wulnerability of Soviet radionavigational 
and radio control services is considered generally high for combat 
usages but, in the case of radionavigation for nonetombat usage, much 
lewer, This is considered so because there exist alternative methods 
of navigation, though some of them may incur added hazards to ssfely 
end efficiency of operation, 


he Support Chammels, 


‘< Support channels ere those channels required for ths 
exercise of Orbit housekeeping functionse They include gl] those 
stragetic ¢hannels not encompassed in command, intelligence, and ; 
operational channels. They are the most mimerous class of the four. 
Such channels are knowm by many other names. Among these are 
adninietrative, logistic, executive, public, private, mass com= 
munieation, news propaganda, industrial, ete. For purposes of 
internationsl radio regulation, they include all the radie services 
described in Section I, These channels serve ail. sepments of the 
government, industry, and the militery, 


Tha vulnerability of support channels is generally 
. 08a than that for the other three classes. The servico they perform 
usually can tolerate some delay or can be dispensed with. Leas ~enid 
media, such as physical transport, can be invoked as 2 satisfactory 
aiternate. Under certain crital conditions, circumstances, or 
gituations where time le the erucial element, walnerability could be 
high. On tha whole theyulnerability of this clasa ef channel would 
probably rise axponentially with the elapse of time during which the 
service they perform was unavalleble, commencing at a low level of 
easentlality and rising rapidly until readjustments ean he made. 
in the interim there would occur a cumulative slowdown of the sum 
total activities of the state. 


The above @iscussion of the four classes of channels 
reveal what apcears to be a significant implication for retaliatory 
electronagnetic warfare. The d iscussion, in effect, arrives at the 
apeculativs conclusion that the channels of greatest vulnerability 
(command) are fewest in number and that the channels of least 
vulnerability (support) are great in number). If thie conclusion is 
sound, then it must follow that retal atory jamming should be 
selective and concentrated on the fewer channels (command) of meximal 
service vulnerability. But this conclusion mgt be as obvious to the 
Kremlin as it is to outsiders. Any Soviet intentions to etpand its 
electromagnetic warfare operations would undoubtedly be conditioned 
by this awareness. 
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Bo Probable Effects of Retaliation Upon Orbit Commntcoxtions 
Operations. 


Retaliation implies the existence of enlarged Sovie clectro= 
magnetic warfare. It is safe to assume that Soviet decision to enlurre 
would rrobably be preceded by Soviet decision of intention followed by 
sound planning, Planning, among other things, would encompass means +o 
cireunvent the speculative conclusion that the channels of greatest 
vulnerability (command), being fewest in number, would, if they cou™d be 
identified in the spectrum, be subject to selective and concentrate: 
retaliatory jamming, hence effective jamming. Planning would also “ake 
into account the exposure of Soviet radio channels to its own Jamming. 


The probable effects of retaliation may he of three 
kinds: End effects upon the sum total activities of the Orbit: the 
effects upon the operetional utilization of the rapid ceamunication 
rescurces; and the diversion of resources, 


1. End Effects upon the Sum Tote) Activities of the Orbit. 


Soviet planning to enlarge electromagnetic warfare vould 
probably include plans to reduce the end effect on Orbit activities as 
much as could be anticipated. But, assuming a major order of the 
effectiveness of retaliatory jamming*, a slowdown in the sum total c? 
activities to the Orbit would be expected to ensue. This is consequent 
to delay, confusion and losses in rapid radio coumuntcation services, 
with chain reactions tending to permeate the entire Orbit, possibly 
aggravated by some sabotage in some Orbit countries. The instantancousness 
of political soundings and reactions may be impaired, The exercise of 
military coumand and the conduct of military operations may be jeoperdized, 
The wheele of industry would likely slow down. The continuing strucgls 
to achieve and maintain mass cohesion, potency and popularization oriexted 
to the Kremlin may be weakened. The slow down would begin at a low level, 
probably rise rapidly, and begin to recede after readjustmants could be mades 


Quantitative analysis of the effects of retaliatory jamring, 
i? possible at all, would be exhaustingly laborious. 


2. Effects upon the Operational Utilization of the Ranid 
Communications Resources 


The effeets of retaliatory electronegnetic warfara 
upon the operational utilization of the Orbit rapid communications 
resource would depend to soma extent upon the self-induced effects 
introduced by the Soviet Orbit to enlarge its jamming attack (diversiox 
of service transmitters to jamming, and self jamming). The effects 
would also depend upon the effectiveness of counter-attack, Theoret leally 
the witimate end product of the two actions would seem to be to destror 
completely the utilization of the redio spectrum below 30,000 kiloeyelas 
for legitimate service. On the way to that end, the wire, microwave 
radio, and other rapid and less-than«rapid physical media would be 
obliged to carry an increasingly heavy burden until that burden was toval, 


Some of the methods of enlarging a Soviet attack are 
given in Section II, These nethods cover operational readjustmenta, 
diversions to other media, suspension of seme radio and sone other rapid 
services, They represent capability not necessarily certain utiligation 
for jamming. Diversion or increase of production would have a direcs 
bearing upon the extent to which the operational methods deseribed ta 
Section II would be employed, The decision as to the way in which tiene 


* In time, duration, area of coverage, signal levels, emission charastor= 
isties, spectrum coverage, technical and operptional control and 
systematization, and ability to find and identify the choicest tare‘s, 


“The 


S-E=CeRokeT 
Approved.For Release 2004/07/09": CIA-RDP92B01090R000300020038-2 


Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 


SEGREL 


eperational and production faeters are to be brought together to 
comprise enlargement remains alone of course, with the Kremlin, 
asauming Kremlin initiation of enlargement, but not alone with the 
Kremlin once that initiation tekes place. Depending upon the degres 
of effectiveness, retaliation would probably induce Soviet decision 
to apply ox to a, gteater extent some of the methods of section i 
IN that are not employed in initiating enlarged jamming. 


In the field of military communications, it is of 
interest that the Soviets have developed considerable preficiency in 
the design of high powered tranamitters, high-powered wacuum tubss 
and directional antenna systems, which would make jamming by non= 
orbit countries mre difficult. . 


Although the standard Soviet Army procedure for defense 
against enemy jamming consists of a high refinement. of operator techniques, 
the Orbit. employs a first class system of signal security based on 
World War IL German US U.5S.S-R. operations, with changes in frequency, 
esl signs, and the was of eipher keys. These actions provide 8 
safeguard against selective controlled tactical jamming. 


In summary, it can be said that although the Orbit’s 
radio nete are vulnerable to a well organized system of forward area 
jamming, & mmber of facters such as signal security (radio silence) 
anti-jaming equipments, and directional antenna systems may eventually 
provide a formidable barrier to effective non-orbit jamming operations. 


In considering the effects of -retallation sie Se dag 
tof jemning on Orbit tactical nets, it must bs remembered that the bulk 
ef slectrical communications within Soviet Divisions . handled over wirs 
lines with teletype being used from Division up. At all times, Soviet 
doctrine dictates that maximum utiligation be made of existing eivil 
facilities. Im addition, showld the radio circuits be effectively — 
reversion of radio traffic to the new micro-wave relay systems being 
4nstalled and to other equipuent above 30 me/s will be initiated. 


The Orbit countries, in Line with Soviet polisy, will 
revert te other means of comaumications popular to the Soviet Amiy, 
such a8 visual signals including such items as pyrotechnics, heliegraph, 
senaphore and panels, which are normally used for the transmission of 
Simple commands ami target designations. 


Meesongers are a basic and important means of comaunicatic 

in the Soviet Aray and are used at all echelons of all amas; however, 

the command Lisigon officer, a specially trained and responsible staff — 
officer, presents the most unusual means of tactical communication. 

Ao ao result of hie special training, the command lisison officer is able 
to react at amy time to any given situation in the same manner 4s his 
comenier. Consequently, the use of command liaison officers also tends 
te weduce the requirement, for conventional means of communieations.. 


In event of slectremagnetic retaliation against the 
Soviet Orbit it appears certain that all communication facilities within 
the Orbit would be taken over immediately by the military. Thies would 
snerease the military capacity and provide certain alternate eammunicatior 
circuits. It is prebable that inereaged reliance would be placed upon 
landlines and micro-wave links where available. The imposition of mere 
atringont traffie priority classifications could be expected. . It is 
believed that resort to aimmail would follow, particularly in Eastern 
USSR where radio now forms the backbone of communications. Reports of 
an inteneified program of carrier pigeon training by Soviet military 
forces is indicative of the probable use of this form of communication 
in the eyent normal communication channels are denied. 
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Electromagnetic countermeasures directed toward 
air navigational aids probably would be quite effective sinse the 
Soviet Air Foree is not known to have readily available a substitute 
system immune te such measures. 


If the western nations were to retaliate in an 
- @lectromagnetic war, it is believed the efficiency of Orbit tele- 
sosmunicationa could be seriously impaired. 


Daversion of Resources. 
Retaliation, if effective, would be expected to 

induces some diversion of resources. The nature and magnitude of 

diversion would seem to be a function ef the extent te which the 

Krenlin failed correctly to measure the mature and extent of 

retaliation effectiveness in fact. Assessment of such diversion 

ja difficult if net impossible. The level of diveraion would appear 

to hinge wpon the essentislity of the eluss of chamels(Section ITZ} 

dependent upon the radio medium which was effectively jammed. The - 

diversion ef resources for command channels could be sensiderable. 

thie could involwe special aireraft sourier services, hurried construction 

of new wire and miero-wave radfiv facilities involving large mmbers 

of construction manpower, reassigment of eritical raw materials and 

equipment fron other uses, and poselbly the construction of new access 

roads for vehicular service. These diversions would Likely take place 

for intelligence, operational, and support channels using the radio 

uediua but to a lessened degree respectively. 
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iv. An Estimate of Soviet Orbit Cold War Hlectromametic Warfare Intentions 


Intention may be assessed by analyses of performance, ime 
. plications, and planning. 


As to performance, the Soviet Orbit has been building what 

‘appears to be a jarming system. The magnitude and effectiveness of the system 
appears to ba increasing. By performance the system is directed principally 
if not wholly against "hostile" radio signals entering the “sovereign” domain 
of the Orbit. It is meeting with appreciable technical success, but question= 
able psychological and communication success. Some signals get through, Fore 
bidden fruit is sweet. Word of mouth is also a4 form of mass commnication. 
Openly the Kremlin defends its action on the legalistic grounds that the 

_ transmission of "hostile", unwanted, anti-state signals into a foreign land 
is a breach of sovereign rights. The open objective of this jamming then is 
the prevention of reception in the Orbit of foreign "bourgeois propaganda.® . 
This objective is consistent with established discontinuities in all forms 
of East-West communication, Thus far the effort at establishing aradio dise 
continuity has been applied almost exclusively to the mass aural radiobread- 
casting services 


It would, however, ‘be hazardous to our commmnication security 
te conclude that this open objective represents t otal Soviet intention. There 
is evidence to suggest that this open objective may not be the only objective 
or even the principal objective of the current jamming effort. Similar, if 
not better, results could seemingly be obtained by confiscation of receivers 
capable of foreign reception. This apparently has not been done on a wide 
scale, though it is well within the police powers of the Kremlin, Reasons 
for not taking this effective, though perhaps psychologically drastic, action 
are not knowns 


Steps short of this action have been taken, however. Foreign: 
listening is "discouraged" in numerous ways. Security of listening is pro= 
moted by the encouragement of group listening. Production of radio tubs ree 
celvers for private sale is curtailed. Prices are high. Production of 
cheap, insensitive crystal receivers has been increasing. Construction of 
wire diffusion centers serving loudspeakers continues at a high rate. ‘The 
centers, being under atate control and supervision, send out only sanitized 
programs. In terms of the number of transmitters employed, the Orbit mass 
aural radio transmission base eppears inadequate to serve so large an area 
through the radio medium alone. . 


These intermediate--in time more than in effect--measurea of 
actual performance offer material over which to speculate on implied inten<- 
tions. The jamaing performance today may have a dual purpose. It helps to 
achieve more complete East-West communication discontinuity. And it serves 4: 
a proving and exercising ground for the development of a broader electromage 
netic warfare resource. Sut if the intermediate measures are developed to 
their ultimate end, the foreign radiobroadcast reception base in the Orbit 
wild have been eradicated, and with 1t the need for jamming foreign radice . 
broadcasts. This would leave the Orbit with a jamming resource without a 
mission. What is to become of it? 


It would be extraordinary indead, if these implications 

have any basis in fact, to surmise that the Kremlin planning for jamming were 
iimited in scope to considerations of foreign radiobroadcast service alone. 
It must occur to the Kremlin that its antagonists are polarized on the United 
States, that the United States is removed in distance, hence time, from its 
European and Pacific allies, and that, in consequence of the latter, the spar 
sity of other rapid media and the length or inadequacies of rapid physical 
media, the United States is heavy dependent upon radio for rapid communica= 
tions with its allies and its own stratepic bases. 


It is not believed the Soviets will fully reveal their poter-. 


tial for Electromagnetic Warfare during a coldewar period, A full effort of 
jamming during the coldewar period against military cirevite is not contem= 


plated. 


The Soviets will probably attempt to minimize their wulner= 
ability by frequency flexibility, by providing ease of transmitter tuning, us¢ 
of antennas as directive as possible, judicious use of frequencies in relatiox 
to propagation conditions, use of more selective receivers, use of short trans 
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mission techniques (flesh), greater use of frequencies above 30 nepvacyeles 
for tactical services, continued increase ‘in activity at the very low 
frequencies, probaile use of frequencies in the 10-15 kilocycles bend 
from shore points which will provide them temporary immunity from countere 
measures, and other well~established means of improving treffie speed, 
decreasing time on the air, and reducing over-all traffie and chatter. 


A. As to Minimization of Electromagnetic Warfare Vulnerabilities 


Vulnerability has been defined here as the suscepeihil ty 
of the. Soviet Orbit to disruption in the exercise of the sum tote] 
activities of the state in all its ramifications, The key to 
assessment of vulnerability is the measurement of: the strategic 
essentiality of Orbit radio services for those purposes. It is 
thought that the Orbit can considerably minimize further its cold 
war vulnerabilities. This can be done by reducing its present 
heavy dependence on the radio medium below 30,000 kilocycles. Ii 
possesses the productive and manpower capabilities to do so. 
Construction of wire lines and/or microwave radio systems to round 
_ out its basic and nonemobile rapid communications facilities in 
large portions of the domain east of the Urals, inereases in none 
rapid media capacities in thin areas scattered around the Orbit, 
and improvements and extensions of rapid physical media would 
markedly reduce the strategic essantiality of Orbit radio services. 


But 1t can not completely overcome this strategic essent- 
jality without impairment of strategic power. Radio is needed fc 
longerange mobile operations, principally for ite air, Sea, and 
land power, The Kremlin is unlikely to ignore this inaurmountabte - 
condition in contriving to decide on the initiation of enlarged 
electromagnetic warfare. 


it seems quite clear that, under cold war conditions, the 
Kremlin intends to continue to work toward minimization of the 
strategic essentiality of Orbit radio services, But this wilt 
probably not be done at the risk of incurring ‘serious disturbance 
te rapid and full flowering of Orbit strategic power, 


Be As to Meximization of Cold War Electromagnetic Warfare 


There is no evidence at hand to indieate that the Kremlin 
has, in fact, invoked thus far in the post World War II period ary 
of its electromagnetic warfare capabilities for what have been 
popularly called cold wars (Berlin Blockade, Korea; Indo»China). 
The current jamming effort against foreign radiobreadcasting, pex 
ee, can be characterized as a legal contest with paychological 
warfare implications, But this is not to say that in any contrived 
future cold war incited by the Kremlin but executed by second 
parties the Kremlin would not invoke some degree of electromagnetic 
warfare of the real variety. It would likely be innocently — 
localized so as not to reveal the Kremlin's full hand of tricka,. 
These would be reserve in the interest of surprise and of catching 
the major enemies unprepared for a hot war in Which the Kremlin - 
would aseumably hold the combat and electromagnetic warfare 


initiative, 
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Vo Conclusions 


The Soviet Orbit possesses, in being, a mammeth rapid 
commnications resource, included in which are active jamming facilie 
ties. The Orbit holds the power to and probably is improving and 
expanding thie cowsunications resources It contains inadequacies in 
scope and depth. These are belng overcome, but more than two years will 
be required to minimize them. In the meantime its wolmersbility in term: 
of the strategic essentlality of its rade services is high, At the 
seme time, 1% possesses a huge untapped electromagnatic warfare capable 
ity. But the full commitment of this capsbility in the face of its high 
vulnerability would be intolerable for several years to come. The Kren 
lin may tep this capability in part and only under localized cold war 
conditions in guch wise as not to provoke broad retaliation on the part 
of free nation mambers of the United Nations. To do otherwise would 
simply warn the West of the shape of things to come and thus affordrea= 
son and opportamity for the development of retaliatory capability 
(unless that capability already exists. This tip-off would destroy the 
element of surprise which the Kremlin may wish to preserve. The 
problem is of sufficient magnitude and importance to justify contine 
wing study and positive action. 
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Posteript: Effects of a Hot Wer upon the Conclusions Reached in 
(iy fora Cold War. . 


Ao CAwi2. 


Three assunptions ara made here: 1) That the hot 
war eneuy 1s polarized at the United States; 2) That the Soviet 
Orbit possesscs greater electromagnetic warfare capability than 
do the free nations of the United Nations (This is purse conjecture) 8 
and 3} That the Krenlin is aware of (2). The ineidence of a hot 
war would invoke on the part of the Soviet Orbit as full an employe 
ment of its electromagnetic warfare capability es its war time 
degimate strategic essential radio needs would permit. — 
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